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Our Divisions
We’re structured to deliver products and services that meet your client’s unique needs

Amwins brokers have 
expertise in placing 

property, casualty and 
professional lines 

coverage for complex 
and unique risks.

Amwins Access is a 
nationwide binding 
platform for small 

commercial and personal 
lines business, targeting 

accounts less than 
$10,000 in premium.

Comprised of industry 
specialists, Amwins 

Underwriting delivers 
unmatched 

underwriting acumen 
and results to our 

partners.

Amwins Group 
Benefits is a General 

Agent, TPA, MGU 
and Benefit Service 
provider uniquely 
focused on being 

your one-stop expert.

Amwins Global Risks, 
formerly THB, serves 

clients in over 150 
countries to place 

specialty insurance 
and reinsurance 

coverage.
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Brokerage Division
Areas of specialty span a wide range of coverage for challenging, complex or emerging risks, 
including but not limited to:

Property

• Wind/Quake/Flood

• Builder’s Risk
• Inland Marine
• Exclusive Facilities

Casualty

• Umbrella/Excess Liability

• Commercial General Liability
• Products Liability/Product 

Recall

• Auto Liability
• Workers’ Compensation

Professional Lines

• Cyber

• D&O: Private, Public, 
Non-profit

• E&O

• Employment Practices
• Financial Institutions

Alternative Risk

• Parametric structures

• Captives
• Reinsurance
• Bermuda market 

expertise
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Evolution of Cyber Risk
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Continually evolving Exposure

• Motivated attackers +

• Effective tools +

• High potential for loss +

= RISK
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Cyber Risk
… Follows the money

Early years…
Focus on personal data (health, credit card, and private)

Targeted fraud schemes (phishing, social engineering, 
invoice manipulation)

Resource fraud

Today…
Interruption in business activities. Financial to physical form 
of loss.

On the horizon…
Hacktivism & politically motivated attacks
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History & Development of 
Cyber Coverage
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Cyber Insurance 
Coverage
… Follows the risk

RISK COVERAGE

Early years…
Focus on personal data (health, 
credit card, and private)

Third party only

Targeted fraud schemes 
(phishing, social engineering, 
invoice manipulation)

First Party / traditional Crime 
Coverages

Resource fraud Supplemental sublimits/ 
enhancements

Today…
Interruption in business activities. 
Financial to physical form of loss.

Business Interruption
“Bricking”
Contingent Bodily Injury
Prevalence of “Silent Cyber”

On the horizon…
Hacktivism & politically motivated 
attacks

Cyber Terrorism
Collaboration with government & 
private security sector
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Continually evolving…

• 70+ Carriers with stand-alone cyber 
forms (est.)

• Over 200 carriers provide some form 
of cyber cover – either on a package 
basis or blended forms (est.)

• Annual updates to stay relevant

• Limited standardization among forms/ 
carriers

• Cyber liability insuring agreements (Source: IRMI)
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Current State of the Market
Cyber Insurance

Increasing 
Premiums

Limiting 
Coverage

Stricter 
Security 

Requirements

Non-
Renewing 
Industries

Carriers 
Exiting 
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01

04

03

Decreasing capacity
But there is still capacity, and underwriters do have appetite 
for new risks.  

Increasing Rates
Expected to continue through 2022 to 2024

Onus on Insureds for minimum / base controls

Including: implementation of MFA; Secure RDP’s; robust 
backup procedures and Incident Response Plans 

Cyber: State of the Insurance Market

02

Prevalence of “Silent” Cyber
Gaps in coverage programs can occur as a result of cyber risk.
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Ransomware 
Spotlight
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Industry Size

Ransomware Targets
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RANSOMWARE:

A combination of “RANSOM” and “softWARE”

• It is not a virus, but a different form of “Malware”

• Most typically it is installed via someone clicking a malicious link or 
downloading a malicious file.  

2 major types:

Image Source: Varonis Blog
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EVOLUTION:

• Early 2000’s: few individuals had the ability and  to be “dangerous”.  
Hacking for sport.  First known variants emerged in 2005

• Since that time: Companies and targeted organizations began to 
adapt and shore up defenses.

• 2009 saw the genesis of file encryption methods
• 2010 saw the birth of Bitcoin which increased monetization
• 2014 saw emergence of over 250k ransomware samples
• 2015 saw over 4 million ransomware samples

• Where are we today? 
• Ransomware as a service (RaaS)
• Nation state attacks
• Big game hunting

Source: https://www.crowdstrike.com/wp-content/uploads/2019/05/evolution-of-ransomware-from-2005-
2019.png



20

•Construction At-Risk?
• Ransomware does not discriminate:

• Hackers are looking for “low hanging fruit”
• Any company connected to the internet is at risk.
• Cost to deploy Ransomware attacks are low, and effort is minimal, so any 

monetary return is considered a bonus on those less sophisticated attacks

• Connectivity is paramount:
• Hackers understand how dependent our society is on being “connected”
• Businesses are now more depending on internet connectivity to operate 

and make money, so when that access is taken away, it’s very problematic
• With an internet connection, companies have “end-points”… essentially 

where the network ends…Any endpoint is a potential vulnerability

According to a SANS Institute study, 53% of organizations’  endpoints have 
been compromised at some point. 

And - Ransomware can enter through the endpoint or can be triggered 
there
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What’s the risk?
• Crippling costs

• Ransom amounts are climbing
• According to NetDiligence Claims study 

in 2020, the average ransom amount in 
2018 was $72k

• More now…

• Associated Costs are increasing
• Loss isn’t limited to the ransom amount.  

Costs incurred to employ an incident 
response team and deal with the related 
costs to mitigate the damage are very 
high

• Effects of Business Interruption are worsening
• As more businesses rely on internet 

connectivity to operate, the downtime is 
particularly impactful

Source: NetDiligence Ransomware study 2020
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Claims Examples & Case Studies
Social Engineering, Ransomware, and Outdated Software
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Cyber Case Study: 
Social Engineering

Credit: Sayata Labs

Situation:
A slate installation contractor’s emails were accessed by an attacker who, 
posing as the General Manager, asked an employee to contact the 
broker’s bank with instructions for funds to be transferred into the 
hacker’s bank account. When the contractor discovered that 
unauthorized payments were made totaling $270,000, they immediately 
contacted their bank to freeze the funds and notified their cyber 
insurance carrier. Together, they were able to recover $238,600 of the 
unauthorized transactions. 

Resolution:
The contractor has a stand-alone cyber policy that covers social 
engineering as well as provides crucial response services. Once the 
contractor notified their insurance company, an IT forensic consultant 
was appointed to assist the contractor in repairing the damage to their 
system as well as to prevent future attacks. As the contractor has 
expanded cyber crime coverage under their policy, they were reimbursed 
for the direct financial loss, less the deductible, of the unrecovered 
fraudulent transfers as well as their forensic and legal costs.
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Cyber Case Study: 
Ransomware

Credit: Corvus Insurance

Situation:
ABC Insurance Brokers suffered a ransomware attack after an 
employee opened a phishing email attachment which encrypted all 
of its systems and workspaces. 

Resolution:
After reporting the claim to the carrier, ABC was introduced to 
recommended privacy counsel and a forensics firm. While the threat 
actor did not respond to contact and so no ransom could be paid, 
with the assistance of Corvus-approved IT vendors, the policyholder 
successfully restored all data. Costs incurred included legal, forensics, 
and data recovery.
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Cyber Case Study:
Outdated Software

Credit: Sayata Labs & Corvus Insurance

Situation:
Hackers penetrated a residential construction company's network from a 
vulnerability in an outdated software application. 750 name, address, 
phone and credit card information were compromised. Local authorities 
received multiple complaints of suspicious activity, leading the company’s 
IT department to discover an unauthorized user had accessed the 
system. Once discovered, the company called their insurance carrier who 
immediately brought in forensic experts to initiate the company’s IT 
recovery plan and notification program

Resolution:
The construction company’s cyber policy was triggered, giving them immediate 
access to response services. The insurance company dispatched a forensic team who 
quickly isolated the unauthorized user. A claim was started immediately to help with 
impending legal, consulting and media costs. The insurance company, IT team and 
forensic consultants ensured the construction company had up-to-date cyber 
defenses including firewalls, intrusion detection software, and encrypted databases. 
Concurrently, officials worked with local media to notify affected customers and 
offer credit monitoring services, while the legal team handled the backlash from 
those affected. Finally, the forensic consultants helped develop a new plan that 
included regular updates, testing, and education of all staff to minimize future 
breaches.
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Action Items & Best 
Practices
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01 05

03

Multi-factor Authentication (MFA)
Most effective tool to thwart ransomware.

Robust Backup Procedures
Off-site, segregated, and up-to-date.

Network Segmentation
All users do not need access to all data.

Cyber Security Best Practices: Preparation & Preparedness

02

Encryption

Secure the data – at-rest and in transit

06 Incident Response Plan
Develop & test.

07 Employee Trainings
Phishing simulations, etc. 

04 08Endpoint Detection and Response (EDR)
Continuously monitor “endpoints” to mitigate threats

Patch Management & Security Updates

Timely deployment of software updates
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Amwins Capabilities
Cyber
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Benchmarking

• Assists in making policy limit purchasing 
decisions by analyzing data from 
thousands of cyber liability placements 
made by Amwins brokers

• Helps determine what limit and premium 
are reasonable relative to peer companies 
within a similar industry and revenue size.

• Can also supplement with Advisen’s
Cyber OverVue

Proprietary cyber benchmarking tool
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Comparisons & Coverage Audits
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Professional Lines Portal
Speed and Simplicity 

Who’s it for?
– Small and middle-market businesses with up to $100M in revenue.

– Available to businesses in every state and most industries.

– Not sure if your risk fits the portal appetite? No problem! We address prohibited 
classes early in the process

How does it work?
– Amwins’ retail partners log-in to our portal at digital.amwins.com and complete one unified set of questions

– You receive instant quotes with limit and retention options from multiple carriers

http://www.digital.amwins.com/
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Amwins Professional Lines Portal
AMPLOP!

• Quick indications or 
firm quotes

• 3-page master 
application

• 8 carriers
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Any questions?

Craig Dunn

Executive Vice President

214.561.6872

Craig.Dunn@amwins.com

Thank You!

Garet Philbrook, CPCU, CPLP, RPLU

Assistant Vice President

832.356.7184

Garet.Philbrook@amwins.com


