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Welcome & Introduction

@ Thank you for registering

@ Questions

@ Please use the question box on the right of your screen to send the

guestions for our speaker

@ Today’s session will be recorded and will be on our website later today

@ The CPD code is noted below and will be sent out directly after this session has

concluded
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Compliance with the GDPR

2021 2020 2019
Fully Compliant Fully Compliant Fully Compliant
- 18% ® 13 [ 8
Th. k. o O o Materially Compliant Materially Compliant Materially Compliant
INKINg In Lverview G . G . G i
TO What exte nt do you feel your Somewhat Compliant Somewhat Compliant Somewhat Compliant
organisation is compliant with the ® 2. @ T “
G D P R ? Kot Very Compliant Mot Wery Compliant Mot Wery Compliant
D= I 3= 0
Kot at all Comgpliant Hiot at all Comgpliant Mot at all Comgpliant
0= 0= 0

88% of organisations say they are materially or fully compliant
with the Regulation, compared with 80% last year
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Attitudes to the GDPR

GDPR is beneficial for individuals 69% Agree 83% Agree

Compliance places an excessive burden on organisations 69% Agree 53% Agree +16%

Compliance is beneficial for organisations relations (staff, 71% Agree 75% Agree -4%
customers, others)

Compliance has delivered many benefits for our organisation 40% Agree 41% Agree -1%

The CEO of our organisation is strongly engaged in GDPR 54% Agree 54% Agree 0%
compliance and data privacy

In our organisation we are concerned about the prospect of 57% Agree 46% Agree 11%
being fined for GDPR non-compliance
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Attitudes to the GDPR

Civil actions

We are concerned about civil actions from data subjects

Strongly agree Agree Neutral
[ 25% ® 184 @
Disagree Strongly disagree

- 25% | T%

Risks of non-compliance

The risks associated with GDPR non-compliance are increasing

Strongly agree Agree Neutral
a 38y _ 4 @
Disagree Strongly disagree

] %% | To

25y

124

Increased concern about GDPR non-compliance

More concerned about GDPR non-compliance than in May 2018

Strongly agree Agree Neutral
0 32y, - 384 ®
Disagree Strongly disagree

B 10% | 1%

Majority report GDPR non-compliance is causing
greater concern now than before.

194
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Aspects of most concern that might lead to GDPR fine or other
enforcement action

Ranked Highest to Lowest
2021
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Retention Policies and Practices

To what extent are your organisation’s retention policies compliant with GDPR?

Fully Compliaint Materially Compliant somewhnat Compliant

S Il — 39w o 22
Mot Very Compliant Mot at all Compliant

0 bu ] I

To what extent are your organisation’s retention practices compliant with GDPR?

Fully Compliant Materially Comipliant somewhat Compliant

o 16% a0 40+ i 28+
Not Very Compliant Not at all Compliant

e 124 | b

Retention policies more popularly reported
as compliant as compared with practices.
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Please indicate all the activities that you undertake to meet the accountability principle as part of ongoing business as usual.

Development and Maintenance of Required Documentation S

Periodic review of policies, procedures and privacy notice

Yes, we do this Mo, we don't do this Don’t know

Gl 93 ) By | 2%
Gl 9 j b, [ by,
— 83 % . 1 3'-’.:1_ l '{l %

Periodic review of records of processing activity

Yes, we do this Mo, we don't do this Don’t know
Gl - ©o 4 P
Gl o 215 0 B
a0 69« 0 26 I By
Maintain a repository for all documentation

Yes, we do this No, we don't do this Don’t know
ame 5 o 16s @ 9

O 65y 0 24, B M
- {56 % . 28'-’.(3_ ' &q(:_
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Clear Roles and Responsibility ™

Now thinking about the identification of clear roles and responsibilities and forums to support compliance

Staff training Data protection champions appointed
Yes, we do this No, we don't do this Don't know Yes, we do this No, we don't do this Don't know
G | 3x I 1% C ] 63, @ 2%, @ 124
G - | by, I 1% [ 67x - 29 | by
Gl I 0 5 [ 3% L b1x ap 37+ | 2
Internal roles and responsibilities for Data Protection Mock phishing
Yes, we do this :D' we don't do this IDm tnow Yes, we do this No, we don't do this Don't know
__ v e S g -, o @ 0 @ 10%
—at ?7* ® 18% ' 5% D 59 @ TP | Ts
. N b L 53% a 3bx e s
DPO appointment Data protection audits
Yes, we do this No, we don't do this Don't know Yfes, we do this No, we don't do this Don't know
g | J 22 | Dy L 67 L 23 @ 10%
L 754 @ 23% | 2% a 52% ap 39« | 9o
G o 18% | by, S 581 a 35% [ Tu
Data protection part of the management /executive meeting agenda Data protection forum
Yes, we do this No, we don't do this Don't know Yes, we do this No, we don't do this Don't know
D 69 ® 19 @ 124 D 555 @ by @ 1%
L 75% @ 20% I D% b AT b 53x | 2%
L 60% [ 27+ 0 135 L 45y, ap 48 | Ts
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Tracking Events and Decisions

And thinking about tracking events and decisions.

Maintenance of a personal data breach log

Yes, we do this Mo, we don't do this

G 5 I Be
G 59 B Qo
G 56 ] T

Maintenance of data subject rights invoked log

Yes, we do this Mo, we don't do this

[ 58x o 19«
[ T2+ 0 18
o 69 - 175

Creation and review of legitimate interest assessments

Yes, we do this No, we don't do this

[ h2% o 30
o 50% a AR
o 36 T 485,

Don't know

Don't know

Don't know

14

%

23
109
14y

18%

16%
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Third Parties in Managing Risks v

Which of the following approaches to 3rd parties have you used to manage associated risk?

3rd party questionnaires attesting to compliance

Processor agreements
Yes, we do this No, we don't do this Don't know Yes, we do this No, we don't do this Don't knaw
G - | 5 @ 13 - 48y D 0 @ 225
G i | b | 2 - b D 50« @ 1
GE» - ¢ Tx [ b L 40« D 4l @ 19%
Controller to Controller agreements 3rd party audits or independent reviews
Yas, we do this No, we don't do this Don't know Yas, we do this No, we don't do this Don't know
D b2% @ 18% @ 20% b b3 a 37 ® 20%
[ bhy - 27% 0 9% L 3y [ Hbx [ ] 13%
any 63x L 27% 0 10% [ 26 o Sl ® 20%
3rd party risk assessment process Data Transfer Impact Assessment
Yes, we do this No, we don do this Don't knaw Yes, we do this No, we don't do this Don't know
- 5hx @D 26+ @ 20% am 5% @ 2« @ 22%
b 5lx D B @ N
D 5 2% - 29 @ 19«
Joint controller agreements
Yes, we do this Mo, we don't do this Don't know . .

' ' There has been an increase in the 3™ party controls
— 2 @ 7. @ 2% _ JEEn e _ party
o 49 o 294 ® 124 with questionnaires, audits and DTIAs
L h2% a9 35% o 13x
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Tools to Manage Changes in Organisations S

Which of the following tools are you using to manage changes in the organisation?

Data Protection Impact Assessment (DPIA)

Yes, we do this Mo, we don't do this Don't know

S 81x ] 12 @ Tx
G 0 N 8% | 2%
G 2 ] 125 l by
Security audits or reviews

Yes, we do this Mo, we don't do this Don't know
Gl 3 o 15 | by,
Gl o 9« @ 9
G - O 183 I 3%
Data protection built into change processes

Yes, we do this Mo, we don't do this Don't know

S 70 - 185 0 124
S YE D 2b% 0 9

0 684 @ 24, 0 8
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International Transfers — Schrems Il additional requirements 41

To the extent that your organisation transfers personal data to any third country outside
the European Economic Area that is not covered by an adequacy decision, please indicate
your organisations compliance with the requirements set out in the Schrems Il case (e.g.
documented assessments, supplementary measures, etc.)?

Fully compliant Materially compliant Somewhat compliant

@ 20% - 48y . 254
Not very compliant Not at all compliant
i by, I Ju

All those who transfer data outside the EEA N=T5

Almost seven in 10 organisations report they are fully
or materially compliant with the requirements set out
in the Schrems Il case.

1]/
V4

The additional requirements for transfers of personal data under Article a6 GDPR set out in the
Schrems 11 case are beneficial for individuals whose data are transferred

strongly agree Agree Neutral

& 17 ! 30 o 33%
Disagree Strongly disagree

@ 14y I by

Nearly 50% agree that the additional requirements
for transfers of personal data under Article 46 GDPR
set out in the Schrems Il case are beneficial for
individuals whose data are transferred.
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International Transfers — Schrems Il additional requirements 41

Additional compliance burden

Would the additional compliance burden associated with international
transfers and the use of SCCs influence your organisation to halt non-EEA
transfers and/or host personal data within the EEA only?

fes No

S bbs | 3

All those who international transfers are relevant N=T4
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Additional compliance burden ©)
Would the additional compliance burden associated with international transfers and the use of SCCs influence your organisation to halt non-  { )"/
EEA transfers and/or host personal data within the EEA only?

Yes No

0 66 D 3hy,

All those who international transfers are relevant N=74

Additional compliance burden associated with international transfers
and the use of SCCs would influence two thirds of organisations to halt
non-EEA transfers and/or host personal data within the EEA only.
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Review of data protection notices

Have you reviewed your data protection notices in light of the Data Protection Commission’s
recent decision regarding WhatsApp?

Yes Not yet, but we plan to No. We don't think there's any need to review our notices

o 24y, 0 489, o 284,

Almost half of respondents plan to review their data protection notices in light of the
Data Protection Commission’s recent decision regarding WhatsApp, while almost a
qguarter have already done so.
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Steps taken to ensure cookies compliance

Implemented a cookies consent management tool

Yes, we did this No, we didn't do this Don't know

G 65 @ 13x @ 224

Removed the use of pre-ticked boxes

Yes, we did this No, we didn't do this Don't know

. 67 @ 1Mz @ 224

Implemented "Accept All” button as default option, and further click to change granular settings

Yes, we did this No, we didn't do this Don't know

a 39, @ 29, @D 324

Stopped using certain cookies

Yes, we did this No, we didn't do this

b b3 - 215

Updated our cookies policy

Yes, we did this No, we didn't do this

L by @ 14

Changed the wording on our cookies consent banner

Yes, we did this Mo, we didn't do this

0 57 @ 124

Don't know

Don't know

Don't know

36

22+

3%
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Hybrid Working

Has your organisation implemented, or is it considering implementing,
a longer term hybrid working model?

Yes, our organisation is Yes, our organisation is No, our organisation is not
currently operating 3 considering operating a operating, nor considering,
hiybrid model hybrid model in the future a hybrid model.

0 b 2% 0 33 I hu

Have you updated policies and procedures concerning data protection
to address risks posed by hybrid working?

Yes NO

D 59« D AP
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Hybrid Working

Has your organisation implemented, or is it considering implementing, a
policy which permits employees to work from overseas for all or part of the

year?
= o A quarter have implemented or are considering
implementing a policy permitting employees to
w 254 Gl

work from overseas for all or part of the year.

Out of those that have or are planning to, half

If YES to the previous question, have you updated policies and procedures have updated poIicies and procedures

concerning data protection to address the transfer of personal data outside

the EEA concerning data protection to address the
transfer of personal data outside of the
Yos No Don't know European Economic Area.

[ h 2% s 40« N 8%
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Hybrid working and cybersecurity

Given the increase in people working remotely, has your company increased its cyber
security measures?

Yas N Don't know

i 73 0 13% 9 14
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Questions?

Paul Lavery

Partner

Head of Technology & Innovation
McCann FitzGerald LLP

+353 1607 1330
paul.lavery@mccannfitzgerald.com

Liam McKenna
Partner

Consulting Services
Mazars

+353 1 449 6454
Imckenna@mazars.ie
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