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Compliance Institute (formally ACOI) is the professional body for Compliance professionals. 

Established	in	2002,	Compliance	Institute	is	a	not-for-profit	organisation.	With	over	3,000	members,	

it is the premier provider of education and professional development in compliance, providing an 

authoritative voice on matters relating to regulatory compliance and business ethics in industry in 

Ireland. 

The purpose of the Compliance Institute is to equip Compliance Professionals and those who 

deal with compliance and regulation with the necessary competencies and skills to undertake 

their	 roles	 in	 a	professional	manner.	We	provide	our	members	with	 accredited	graduate	and	post	

graduate	education	 in	the	various	fields	of	compliance	and	business	ethics,	 through	our	academic	

education	 partners.	 The	 Institute’s	 Licentiate	 (LCOI)	 designation	 satisfies	 the	 Central	 Bank	 of	

Ireland’s Minimum Competency Code and all LCOIs are recognised by members of the International 

Federation	of	Compliance	Associations	(IFCA)	as	Internationally	Certified	Compliance	Professionals	

(ICCPs). In addition, both the LCOI and FCOI (Fellowship) designations are considered the benchmark 

designations	to	demonstrate	competence	to	work	in	Compliance	in	financial	services.	

The Compliance Institute also manages a programme of Continuous Professional Development (CPD) 

and Continuous Professional Education (CPE) seminars, webinars and workshops – indeed members 

holding our designations must complete annual CPD to maintain their designations. Participating in 

both	CPD	and	CPE	sustains	and	future-proofs	members’	qualifications	and	knowledge,	ensuring	they	

stay relevant and valuable. They also provide members with opportunities to work alongside like-

minded professionals and to broaden their network of industry peers which will equip them with the 

knowledge required for decision-making in a modern compliance function. 

Who We Are
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In 2018, the Data Protection Act 1988 and the Data Protection (Amendment) Act 2003 were replaced 

(for the most part) by the General Data Protection Regulation (“GDPR”) and the Data Protection Act 

2018 (the “DPA 2018”), both of which came into force on 25 May 2018. The new legislation imposes 

significant	obligations	on	both	data	controllers	and	processors,	with	potentially	heavy	penalties	for	

non-compliance. 

This Compliance Institute (formally ACOI) Data Protection Guide (“Guide”), prepared by our Data 

Protection	and	Information	Security	Working	Group,	aims	to	provide	Institute	Members	with	relevant	

information and practical guidance on the key provisions of the new law in a straightforward, easy to 

read format. It is based on the GDPR, the DPA 2018 and guidance available at the date of publication 

and will be updated over time to reflect new developments. 

The legislation itself should always be considered the primary reference source (see Chapter 16 of 

this Guide for more details). Institute Members are also reminded to refer to the website of the Data 

Protection Commission (“DPC”), www.dataprotection.ie for more guidance and information.  

Introduction
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http://www.dataprotection.ie
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Chapter 1

Data Protection 

Terms Explained
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In this chapter, the most frequently used data protection terms are explained 

in summary form and in simple English; the legislation should be referred to 

for the exact definitions (see Chapter 16 of this Guide for details). Additional 

terms are explained throughout this Guide in the relevant chapters.

Chapter 1

Data Protection Terms Explained

Automated data  means personal data held electronically;

Data means automated and/or manual data;

Data controller means an organisation, individual, public authority or other body  

 that determines the purposes and means of the processing of 

 personal data;

Data processor means an organisation, individual, public authority or other body  

 that processes personal data on behalf of a data controller;

Data subject	 means	 a	 person	who	 can	 be	 identified,	 directly	 or	 indirectly,	 from 

	 personal	data	being	processed	(as	defined	below);

EEA	 means	 the	 European	 Economic	 Area,	 as	 defined	 in	 the	 EEA 

 Agreement;

Enforcement notice means a notice issued by the DPC under section 133 of the DPA  

 2018 requiring a controller or processor to take such steps as are 

	 specified	in	the	notice;

GDPR means the General Data Protection Regulation, which is more 

 formally known as Regulation (EU) 2016/679 of the European 

 Parliament and of the Council of 27 April 2016 on the protection of 

 natural persons with regard to the processing of personal data  

 and on the free movement of such data, and repealing Directive  

 95/46/EC;

Information notice means a notice issued by the DPC under section 132 of the DPA  

 2018 requiring a controller or processor to furnish, in writing, such  

	 information	as	is	specified	in	the	notice;

Joint controller means two or more controllers which jointly determine the  

 purposes and means of processing;

Manual data means data held on paper or hard copy but only if it is part of a  

	 “relevant	filing	system”	(which	is	defined	below);
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Personal data means any information relating to a living individual who is 

	 identified	or	identifiable;		

Personal data breach means a breach of security leading to the accidental or unlawful 

 destruction, loss, alteration, unauthorised disclosure of, or access 

 to, personal data transmitted, stored or otherwise processed;

Processing means any operation or set of operations which is performed on 

 personal data or on sets of personal data, such as collection, 

 recording, organisation, structuring, storage, adaptation or 

 alteration, retrieval, consultation, use, disclosure by  

 transmission, dissemination or otherwise making available,  

 alignment or combination, restriction, erasure or destruction;

Relevant filing system		 means	a	filing	system	that	is:	

• structured by reference to individuals (e.g. alphabetically 

by name);

• organised	in	such	a	way	that	specific	information	relating	

to an individual is readily accessible;
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Special categories of 

personal data means any personal data relating to the data subject’s: 

a. racial or ethnic origin; 

b. political opinions; 

c. religious or philosophical beliefs; 

d. trade-union membership; 

e. physical or mental health or condition;  

f. sex life or sexual orientation;  

g. biometric	data,	where	used	for	the	purpose	of	identification;	

and 

h. genetic data.

Criminal convictions data  means any personal data relating to: 

a. the	commission	or	alleged	commission	of	any	offence	by	the	

data subject; 

b. any	proceedings	for	an	offence	committed	or	alleged	to	

have been committed by the data subject, the disposal 

of such proceedings or the sentence of any court in such 

proceedings; and 

c. any related security matters.

Supervisory Authority  means the independent public authority established in each  

 EU Member State to be responsible for the monitoring of the  

 application of GDPR. The supervisory authority for Ireland is  

 the DPC.

Further	definitions	may	be	found	in	Article	4	of	the	GDPR	(see	Chapter	16	–	the	Legislation).
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Chapter 2

The 7 Data Protection 

Principles (Article 5 GDPR)
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The core rules of Data Protection are referred to as the Data Protection 

Principles. The seven key principles provide the conditions of how personal 

data may be processed. They are set out below. 

Chapter 2

The 7 Data Protection Principles (Article 5 GDPR)

1. Process personal data lawfully, fairly and in a transparent manner

Meaning: 

Lawfulness

To	gather	and	use	personal	data	you	must	have	identified	a	valid	reason	(a	“lawful	basis”)	

for the collection and use of the personal data. This lawful basis must fall within one of the 

legal bases set out in the GDPR or the DPA 2018, such as that it is required for a contract or 

that the data subject has provided informed consent to its use. 

Where	you	are	relying	on	a	contract	to	process	personal	data,	the	lawful	basis	only	covers	

the processing of data necessary for that contract. 

In addition, processing personal data in a lawful manner also means that you do not process 

the data for any use that may be deemed unlawful in a general sense. Consent cannot 

override this general requirement.

If you have unlawfully processed personal data the individual has the right to request the 

erasure of that data, to have it amended or to restrict the processing of it. Data subject 

rights are set out in Chapter 7. 

Fairness

When	undertaking	processing	of	personal	data,	 it	must	be	done	 in	a	manner	 that	 is	 fair.	

This means that you should only use the personal data in a way that the individual would 

reasonably expect you to. For example, be clear on what the data will be used for when you 

obtain	it	and	do	not	use	it	for	anything	different	to	this.	There	should	be	no	surprises	for	

the data subject.

Transparency

When	collecting	or	 recording	data	of	data	subjects	you	must	provide	data	subjects	with	

certain information, such as your organisation’s identity, your contact details, the purpose(s) 

and legal bases for collecting and otherwise processing their personal data, the parties to 

whom the data will be disclosed (for example, your sub-contractors who will be processing 

it), the retention periods and the location of processing.  

This information must be concise, transparent, easily accessible and in clear and plain 

language. It should be prepared with the intended audience in mind, especially where this 
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includes children. It should be available on application forms, websites which use cookies, 

displayed in areas where CCTV is in use and anywhere else where personal data is gathered. 

Where	 telephone	 calls	 are	 recorded,	 callers	must	 be	 advised	of	 that	 fact.	Data	 subjects	

should not have to go searching for the required information.

For more detail on the information to be provided to data subjects, see Chapter 5: The Grounds 

for Data Processing and Chapter 6: Privacy Notices.

2. Collect personal data only for one or more specified, explicit, and legitimate 

purposes and use it only in ways that are compatible with those purposes

Meaning:  

The personal data provided must only be used for the purposes as clearly set out for the 

data subject. These purposes should be set out in your Privacy Notice.

If you want to do something new with the data, you must inform the data subjects before 

beginning the new processing. 

For more detail, see Chapter 5: The Grounds for Data Processing, Chapter 6: Privacy Notices 

and Chapter 9: Direct Marketing. 
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3. Ensure that personal data is adequate, relevant and limited to what is 

necessary in relation to the purpose(s) for which it was collected

Meaning:  

When	requesting	personal	data	from	individuals	you	need	to	ensure	that	it	is	sufficient	and	

necessary for a particular purpose and that you do not process more personal data than is 

required for that purpose. 

Individuals should not be asked for information that is not needed for the stated purpose(s) 

and the data collected should be part of a periodic review to ensure that it is still required. 

Once collected, an organisation should only use the minimum data that is needed for a 

particular purpose (even internally between departments within your organisation) and 

access	to	data	should	be	restricted	based	on	staff	need/role.	For	example,	 in	a	situation	

where the marketing department of an organisation is engaging in an email campaign 

in which it will contact all of its customers, when they seek the necessary details from 

the organisation’s customer account database, it is unlikely that they will need any 

information other than the customers’ name, email address and marketing preference. 

This principle is known as the “data minimisation” principle. 

For more detail, see Chapter 5: The Grounds for Data Processing.

4. Keep personal data accurate and, where necessary, up-to-date and take all 

reasonable steps to erase or correct inaccurate data

Meaning: 

While	 not	 an	 absolute	 obligation,	 your	 organisation	 needs	 to	 take,	 and	 be	 able	 to	

demonstrate, appropriate steps to ensure that the personal data you hold is not incorrect, 

incomplete, or misleading about an individual.

You should also implement a process that ensures data subjects inform you of any changes 

to their circumstances and that data subjects’ personal data is updated promptly when 

notifications	are	received.	

For more detail, see Chapter 5: The Grounds for Data Processing. 

5. Retain personal data for no longer than is necessary for the specified 

purpose(s)

Meaning:  

You must be able to point to a particular requirement (for example the Consumer Protection 

Code or complaints made to the Financial Services and Pensions Ombudsman), or a 

legitimate business need to retain personal data for a certain period. 

Comprehensive Retention Schedules must be prepared and actioned, including for email 

systems	where	many	organisations	store	significant	amounts	of	data.	

Personal data must be destroyed once the purpose for which the data was collected is no 

longer	applicable,	for	example	by	confidential	shredding	or	an	automated	deletion	process.

For more detail, see Chapter 11: Data Retention. 



Compliance Institute 2022 Data Protection Guide

13

6. Keep personal data safe and secure, including by taking appropriate 

technical and organisational measures against accidental or unlawful 

destruction, loss, alteration, unauthorised disclosure of or access to the 

personal data

Meaning: 

You must have appropriate measures in place to ensure the security of the personal data 

that you process, both when at rest (stored in your systems) and when being transferred 

(such	as	being	sent	by	email).	What	is	appropriate	will	depend	on	you/your	organisation’s	

size and resources and the volume and sensitivity of the data held. 

This will require technical and organisational measures such as policies and procedures 

linked	to	the	risks	identified	that	relate	to	the	processing	in	question.	Encryption	is	often	

seen as an expected security measure especially where Special Category Data, such as 

medical data, is processed. 

For more detail, see Chapter 10: Data Breach Reporting & Security.

Chapter 2 - The 7 Data Protection Principles (Article 5 GDPR)
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7. The controller shall be responsible for, and be able to demonstrate, 

compliance (the accountability principle)

Meaning

A controller shall ensure that it is in a position to demonstrate that the processing of 

personal data for which it is responsible is in compliance with the data protection principles. 

In	other	words,	 it	 is	no	longer	sufficient	simply	to	be	compliant,	you	must	also	be	able	to	

demonstrate that compliance.

The DPC has also published guidance relating to the data protection principles that they expect 

organisations to adhere to. Please click the following link:

https://www.dataprotection.ie/en/organisations/data-protection-basics/principles-data-

protection 

https://www.dataprotection.ie/en/organisations/data-protection-basics/principles-data-protection
https://www.dataprotection.ie/en/organisations/data-protection-basics/principles-data-protection
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Chapter 3

Data Protection:  

A Summary of the Key Changes
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The following are the key changes introduced by the GDPR and some more 

recent data protection developments. Further details on each are provided in 

this guide in the Chapters noted.

Chapter 3

Data Protection: A Summary of the Key Changes

1. Data Protection Officer (“DPO”) – appointment of a DPO is now mandatory if certain criteria 

are	satisfied.	In	some	jurisdictions,	the	DPO	must	be	registered	with	the	local	Supervisory	

Authority	(such	as	the	DPC	in	Ireland).	See	Chapter	4:	Data	Protection	Officer.

2. Privacy Notices – controllers are now required to provide more information, including the 

legal basis for processing and the retention periods or the rationale for them. These must 

be	suitably	specific.	See	Chapter	6:	Privacy	Notices.	

3. Special Categories of Data	(formerly	sensitive	data)	and	Criminal	Convictions	and	Offences	

data – new legal bases for processing these types of data have been added. Controllers 

whose processing does not fall within any other legal basis must rely on explicit consent. 

See Chapter 5: The Grounds for Data Processing.

4. Employee Data – the new legal basis for processing employees’ health or other sensitive/

special category data has been expanded to include legislation that is imposed on the data 

subject as well as legislation that is imposed on the data controller. See Chapter 5: The 

Grounds for Data Processing and Chapter 14: Employee Data.

5. Legal Privilege – has been broadened to cover the seeking, receiving, and giving of legal 

advice, irrespective of whether legal proceedings are likely or anticipated. See Chapter 7: 

Data Subject Rights & Requests.

6. Data Access Rights – additional information must be provided in less time; the controller 

must be able to provide the data electronically if requested and no fee is chargeable, except 

in exceptional circumstances. See Chapter 7: Data Subject Rights & Requests.

7. Data Subject Rights – the GDPR added a number of new rights, including the right to data 

portability and to restrict processing, which complement the existing rights, such as the 

right to erasure, to object and not to be subjected to individual automated decision-

making. Not all of these rights are applicable in all circumstances. See Chapter 7: Data 

Subject Rights & Requests.

8. Data Security Breach Notifications	 –	 notification	 by	 the	 controller	 to	 the	 DPC	within	 72	

hours (irrespective of weekends/bank holidays) is now mandatory in certain circumstances. 

Notifications	to	affected	data	subjects	are	also	now	mandatory	in	certain	circumstances.	

See Chapter 10: Data Breach Reporting & Security.
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9. Data Protection Impact Assessments (“DPIAs”) – now mandatory in certain circumstances. 

See Chapter 12: Design, Default & Impact Assessments. 

10. Data Protection by Design and Default – data protection must be incorporated into the 

planning of all changes to data processing activities. See Chapter 12: Design, Default & 

Impact Assessments.

11. Records of Processing Activities (“ROPA”) – to replace the old DPC Registration system. 

This is an organisation’s living record of what personal data is processed, how and why. See 

Chapter 13: Record of Processing Activities.

12. New Statutory Right to Damages – now even in cases of non-material loss data subjects 

can bring a controller or joint controllers to court to enforce their rights, even without 

involving the Supervisory Authority. See Chapter 7: Data Subject Rights & Requests. 

13. New Fining Powers to Regulator – up to €20 million or 4% of worldwide annual turnover. 

These	are	in	addition	to	significant	enforcement	powers	and	the	risk	of	imprisonment	for	

certain	offences.	See	Chapter	15:	Regulatory	Powers	&	Sanctions.

14. New Statutory Obligations & Criminal Offences for Processors – processors and controllers 

can now be held liable for any data security breaches. See Chapter 10: Data Breach Reporting 

& Security, and Chapter 15: Regulatory Powers & Sanctions.

15. New Contractual Requirements – the list of clauses that must be included in all contracts 

where	data	processing	is	outsourced	has	been	extended	significantly.	See	Chapter	10:	Data	

Breach Reporting & Security. 
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16. Increased Territorial Scope (extraterritorial applicability) – the GDPR applies 

to the processing of personal data of data subjects who are in the EU, where the 

organisation’s	 activities	 relate	 to	 the	offering	of	goods	and	 services	 to	 such	data	

subjects in the EU or the monitoring of their behaviour, including where the controller 

is not located in the EU or the processing does not take place within the EU.

17. ‘One-stop shop’ Mechanism – multinational organisations will predominantly be 

regulated by the Supervisory Authority where they have their “main establishment”. 

However, local supervisory authorities may still take action in certain cases. See 

Chapter 15: Regulatory Powers & Sanctions. 

18. Accountability – organisations must ensure that they are in a position to demonstrate 

compliance with the GDPR. Appropriate measures need to be put in place to ensure 

that your organisation can prove, mainly by way of documenting processes and 

decisions, that it is in compliance with all of the requirements set out in the GDPR. 

See Chapter 2: The 7 Data Protection Principles. 

19. International Data Transfers – following a recent ruling by the Court of Justice of the 

European Union, the EU-US Privacy Shield was declared invalid. However, transfers 

to third countries may still use standard contractual clauses once the importer and 

exporter have undertaken a robust Transfer Impact Assessment taking into account 

the risk posed by the importer’s jurisdiction. 

20. Cookies – Cookies and other tracking technologies are governed under the GDPR and 

the ePrivacy Regulations. All but essential cookies (even if not processing personal 

data) require the consent of the data subject before being placed. See Chapter 5: 

The Grounds for Data Processing.

The DPC has produced guidance materials on the key changes, and these may be accessed 

via the following link: https://www.dataprotection.ie/en/dpc-guidance

https://www.dataprotection.ie/en/dpc-guidance
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Chapter 4

Data Protection Officer 

(Articles 37-39 GDPR)
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Where appointed, the Data Protection Officer (“DPO”) will be the core of the 

data protection function within your organisation. The DPO will advise on 

internal data protection matters, monitor internal compliance with internal 

policies and data protection law, provide guidance on DPIAs and be the point 

of contact with the Supervisory Authority.  

Chapter 4

Data Protection Officer (Articles 37-39 GDPR)

Appointing a DPO?

• Not all organisations need to appoint a DPO. All controllers must decide based on the 

criteria contained in the GDPR (set out below for convenience) and the DPA 2018 whether 

or not to appoint a DPO and organisations should document the rationale for their decision;

• There is currently no exemption in the legislation or the guidance for smaller organisations 

or SMEs. The DPA 2018 does give the Minister power to issue regulations making such an 

exemption, but no such regulations have been issued to date;  

• The DPA 2018 allows for the sharing of a DPO by two or more organisations and there are no 

conditions for doing so;

• A group of undertakings may appoint a single DPO as long as that person is accessible from 

each establishment; 

• Where	a	DPO	is	appointed:

 · the organisation must inform the DPC of the appointment and provide the DPC with the 

DPO’s contact details;

 · the DPO may hold another function in their organisation but must be independent and 

avoid any conflict of interest; 

 · the DPO should report to the highest level of management, ideally the board of directors; 

 · the DPO is bound by secrecy or confidentiality concerning the performance of their 

tasks.

Small organisations, those which are local rather than nationwide or do not have a large network 

of	offices/sales	staff	covering	more	than	one	county,	are	not	 likely	to	be	required	to	appoint	

a DPO. A possible rule of thumb is customer numbers, so those in the hundreds rather than 

thousands are likely to be considered small for the purpose of this requirement. It would, 

however,	be	advisable	to	obtain	advice	on	your	specific	situation	as	the	nature	of	the	data	and	

the means of processing may change this.

Even where the appointment of a DPO is not mandatory, an organisation is free to voluntarily 

appoint	one,	which	may	provide	benefits	in	terms	of	customer	trust	and	optimisation	of	data	

processing.	Where	a	DPO	is	appointed	voluntarily,	they	will	be	treated	by	Supervisory	Authorities	

as if their appointment was required by law.
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The criteria (for organisations in the private sector) for the requirement to appoint a DPO 

(shared or otherwise):-

1. Large Scale Processing: where the core activities of the organisation (controller or 

processor) consist of data processing operations, which require regular and systematic 

monitoring of individuals on a large scale; or

2. Sensitive/Special Category Data: where the core activities of the organisation consist 

of special categories of data (e.g. health data) or personal data relating to criminal 

convictions	or	offences.

While	the	GDPR	does	not	define	“large-scale”,	the	following	factors	should	be	taken	into	

consideration:

• The	number	of	individuals	(data	subjects)	concerned	–	either	as	a	specific	number	or	as	a	

proportion of the relevant population;

• The	volume	of	data	and/or	the	range	of	different	data	items	being	processed;

• The duration, or permanence, of the data processing activity; 

• The geographical extent of the processing activity.

Example of large-scale processing provided by the DPC: processing of customer data in the 

regular course of business by an insurance company.

“Regular and systematic monitoring” should be interpreted, in particular, as including all 

forms	of	tracking	and	profiling	of	individuals.

“Regular” is interpreted by the DPC as meaning one or both of the following:

• Ongoing or occurring at particular intervals for a particular period; and

• Recurring	or	repeated	at	fixed	times.

“Systematic” is interpreted as meaning one or more of the following:

• Occurring according to a system;

• Pre-arranged, organised or methodical;

• Taking place as part of a general plan for data collection; and

• Carried out as part of a strategy.

Examples of Regular & Systematic Monitoring: 

Profiling	and	scoring	for	purposes	of	risk	assessment	(e.g.	for	purposes	of	credit	scoring,	

calculation of insurance premiums, fraud prevention, detection of money-laundering); 

location tracking, CCTV; connected devices e.g. smart meters, etc. 

The Criteria for a DPO:-

Criteria that may be considered when appointing a DPO: 

• May	be	a	member	of	staff	or	an	external	contractor;

• May be full-time or part-time;

• May have other responsibilities in addition to Data Protection;

• Must	have	“expert	knowledge”	of	Data	Protection	and	have	appropriate	level	of	qualification	

(though no licencing system is yet approved in Ireland);
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• The DPC also expects a good knowledge of the business sector and the organisation. The 

more complex the business sector, the higher level of expertise expected; 

• Must be involved in a timely manner in all Data Protection matters and all new business 

initiatives involving personal data;

• Must be given appropriate resources;

• Must have appropriate independence; 

• Must be given the required independence to perform their tasks and cannot be dismissed 

or penalised for performing their Data Protection responsibilities;

• Will	not	be	personally	liable	for	the	organisation’s	non-compliance	with	Data	Protection;	

• DPO contact details must be published in an organisation’s Privacy Notice (a generic DPO 

email	and	postal	address	and	will	suffice)	and	communicated	to	the	DPC.

Tasks of the DPO:-

• To inform and advise the organisation and its employees of their data protection obligations;

• To	monitor	compliance	and	to	raise	awareness/educate	staff;

• To assist with DPIAs;

• To be the contact point with the DPC; and

• Not to make decisions for the controller/processor for which they are appointed.

Practicalities:-

• It is unlikely one individual will be able to perform all the tasks required of a DPO in an 

organisation	of	any	significant	size;

• Early consultation of the DPO function within the procurement, marketing and service/

system design helps avoid problems arising after resources have been committed; 

• When	the	DPC	is	investigating	a	breach,	the	appropriate	and	timely	input	of	the	DPO	can	be	

explored as part of an investigation.

For	more	detailed	guidance	on	notification	of	DPO,	click	the	following	link:	

https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-

officers 

For	more	detailed	DPC	guidance	on	appropriate	qualifications,	click	the	following	link:

Guidance	on	Appropriate	Qualifications	for	DPOs	|	Data	Protection	Commissioner

For more detailed EU guidance, click the following link:

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612048   

https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-officers
https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-officers
https://www.dataprotection.ie/en/dpc-guidance/guidance-appropriate-qualifications-dpos
https://www.dataprotection.ie/en/dpc-guidance/guidance-appropriate-qualifications-dpos
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612048 
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Chapter 5

The Grounds for  

Data Processing
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Chapter 5

The Grounds for Data Processing

The Legal Basis for Processing – Personal Data – Article 6(1) GDPR:- 

One	of	the	following	grounds	must	be	satisfied	in	order	to	process	personal	data:-

 · Consent – consent of the data subject. See below for conditions for valid consent;

 · Contract – the processing is necessary for the performance of a contract or in order to 

take steps at the request of the data subject prior to entering into a contract;

 · Legal Obligation – the processing is necessary for compliance with a legal obligation;

 · Vital Interests – the processing is necessary to protect the vital interests of the data 

subject or another person; 

 · Public Interest – the processing is necessary for the performance of a task carried out in 

the public interest or in the exercise of official authority; or

 · Legitimate Interests – the processing is necessary for the legitimate interests of the 

data controller or a third party, unless such interests are overridden by the interests of 

the data subject, in particular where the data subject is a child. See requirements below. 

When processing the personal data of your customers and employees, in 

addition to complying with the 7 Data Protection Principles (see Chapter 2 of 

this Guide), your organisation must also have a legal basis for each purpose 

for which personal data is used (see Data Protection Principle 2 in Chapter 

2). The processing of special category data is prohibited by the GDPR, unless 

one of the exemptions set out in the law applies to each of the purposes. 

This chapter covers the following:-

 · The legal basis for processing personal (non-sensitive) data;

 · The legal basis for processing special category (sensitive) data;

 · The legal basis for processing criminal convictions and offences data;

 · The conditions for valid consent;

 · The requirement for consent to use Cookies on websites; 

 · Legitimate interests as a legal basis; and 

 · International data transfers (transfers of personal data outside the European 

Economic Area).  
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Legal Basis for Processing – Special Category Data – Article 9(2) GDPR and Section 45-54 

DPA 2018:- 

One of the following exemptions must apply in order to process Special Category Data:-

1. Explicit Consent – explicit consent of the data subject. See below for conditions for 

valid consent;

2. Vital Interests – the processing is necessary to protect the vital interests of the data 

subject or another person where the data subject is incapable of giving consent;

3. Rights and Obligations under Employment Law/Social Welfare Law – the processing is 

necessary for carrying out the rights and obligations of the employer or employee;

4. Medical Assessment/Diagnosis/Treatment – the processing is necessary for the 

purposes of preventative/occupational medicine, the assessment of the working 

capacity of an employee, medical diagnosis;

5. Legal Advice and Legal Proceedings – the processing is necessary for obtaining legal 

advice, for the purposes of or in connection with legal claims/proceedings and for the 

establishment, exercise or defence of legal rights;

6. Archiving, Research or Statistics – the processing is necessary for archiving purposes 

in	the	public	interest,	scientific	or	historical	research	purposes	or	statistical	purposes;

7. Insurance and Pensions Purposes – processing of data concerning health is permitted 

where it is necessary and proportionate for the purposes of providing an insurance, 

pension or mortgage product;
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The following grounds are either not applicable or unlikely to be applicable to members but are 

included here for completeness:-

1. Substantial Public Interest – the processing is necessary for reasons of substantial public 

interest;

2. Public Interest in the Area of Public Health – the processing is necessary for reasons of 

Public Interest in the area of Public Health;

3. Not-For-Profit Bodies – the processing is processing in the course of the legitimate 

activities	of	Not-For-Profit	bodies;	

4. Data made Public by the Data Subject – the special category data has been manifestly made 

public by the data subject.

Suitable and Specific Measures: 

In addition to identifying an applicable exemption, to process special category data the DPA 2018 

requires	that	suitable	and	specific	measures	are	put	in	place	to	safeguard	the	fundamental	rights	

and freedoms of the data subjects in question. 

Section 36 of the DPA 2018 gives a non-exhaustive list of measures that should be considered, 

which includes the following: 

a. Limitations on access within the organisation to the personal data undergoing processing; 

b. Strict time limits for the erasure of the data and mechanisms to ensure that such limits 

are observed; 

c. Specific	targeted	training	for	those	involved	in	processing	operations;	

d. Logging	mechanisms	to	permit	verification	of	whether	and	by	whom	the	personal	data	

have been consulted, altered, disclosed or erased; and 

e. Pseudonymisation and/or encryption of the special category data.
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The Legal Basis for Processing – Criminal Convictions and Offences Data – Article 10 GDPR 

and Section 55 DPA 2018:-

The	GDPR	prohibits	the	use	of	this	type	of	data	unless	it	is	specifically	permitted	by	Member	

State or EU law. In Ireland, section 55 of the DPA 2018 permits the use of this type of data where 

one	of	the	following	grounds	is	satisfied:-

• The data subject has given explicit consent to the processing; 

• The processing is necessary and proportionate for the performance of a contract to which 

the data subject is a party or in order to take steps at the request of the data subject 

prior to entering into a contract; 

• The processing is necessary for legal advice, for existing or prospective legal claims or 

otherwise for establishing, exercising or defending legal rights; 

• The processing is necessary to prevent injury to the data subject or another person or 

loss or damage to property or otherwise to protect a person’s vital interests; or

• The processing is otherwise permitted or authorised by law. 

As	with	special	category	data,	where	processing	criminal	convictions	data,	suitable	and	specific	

measures must be put in place to safeguard the fundamental rights and freedoms of the data 

subjects in question. 

Consent & Explicit Consent 

The conditions for a valid consent are:-

• Free	Will	–	consent	must	be	freely	given,	and	the	data	subject	must	be	free	not	to	provide	

consent and to withdraw it. If the data subject has no real choice, feels that they are being 

compelled	to	give	their	consent	or	will	suffer	negative	consequences	if	they	do	not	give	

their consent, then the consent will not be valid.  

 

In addition, if consent is bundled up as an inseparable part of terms and conditions, it 

will be deemed not to be given freely and will not be valid (e.g. a photo editing app that 

requires the user to consent to disclosing their location information). 

Examples of situations where consent would not be an appropriate legal basis for processing 

are:

i. where the processing is necessary to perform the contract (in this case the legal basis of 

entering a contract may be a more appropriate ground); or 

ii. where there is no real free will due to imbalance of power, for example as between 

employee and employer (entering a contract, legitimate interests or employment law 

obligations may be more appropriate grounds).



Compliance Institute 2022 Data Protection Guide

28

• Specific	–	the	consent	must	be	specific	to	the	particular	processing	proposed.	A	data	subject	

should be provided separate means to accept or reject each type of processing that is based on 

consent (in other words, one tick box for two or more processing activities is not acceptable).

• Informed – prior to their giving of consent, the proposed use of the personal data (and by 

whom) must be clearly explained to the data subject (for example, in a Privacy Notice). 

At least the following information is required for obtaining valid consent:

i. the controller’s identity; 

ii. the purpose of each of the processing operations for which consent is sought;

iii. what (type of) data will be collected and used;

iv. the existence of the right to withdraw consent;

v. where relevant, information about the use of the data for automated decision-making (in 

accordance with Article 22(2)(c) of the GDPR); and 

vi. the possible risks of international data transfers due to absence of an adequacy decision 

and appropriate safeguards (as described in Article 46).

• Unambiguous Indication	–	for	consent	to	be	valid,	a	statement	or	a	clear	affirmative	act	by	the	

data subject signifying agreement to the processing is required.  

 

Consent can be collected through a written or (recorded) verbal statement, including by 

ticking a box online (but no pre-ticked boxes). Silence or inactivity cannot be regarded as an 

active indication of consent.

• The Data Subject must be able to withdraw their consent at any time: 

 · prior to giving consent, a data subject must be informed of their right to withdraw their 

consent at any time and how to do so; 

 · it must be as easy to withdraw consent as it was to provide it. For example, it would not 

be acceptable to gather consent on an app but require the user to locate a website to 

withdraw it;

 · it must be possible to withdraw consent free of charge and without lowering service levels; 

 · after the withdrawal of consent, if there is no other lawful basis justifying the processing 

of the personal data, it should be deleted. Retention of the data for the relevant Statute of 

Limitations period can be acceptable where legal action is a possibility.

• Recorded – a record must be kept of how and when the consent was given and also that the 

data subject was informed. The GDPR does not prescribe how this should be done, therefore 

organisations may implement their own procedures to comply with this requirement in a way 

that	fits	their	business.

• Explicit Consent is required in certain situations where serious data protection risks emerge – 

implied	or	assumed	consent	will	not	suffice.	A	signed	statement,	an	electronic	form,	an	email	

with an express statement of consent, a scanned document carrying the signature of the data 

subject, an express verbal statement of consent or another certain act is required. 
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Cookies 

Cookies	are	generally	small	text	files	that	are	loaded	onto	and	stored	on	a	device,	such	as	a	PC	or	a	

mobile device (mobile phone, tablet, etc.). They are required for a number of important functions, 

including to remember a user and their previous interactions with a website. Examples of how they 

can be used include remembering a website user so that they do not have to re-enter a password, 

recording the contents of a virtual ‘shopping cart’ on a website and for targeted marketing. 

Under Regulation 5 of the European Communities (Electronic Communications Networks and 

Services) (Privacy and Electronic Communications) Regulations 2011 (“the ePrivacy Regulations”), 

the	confidentiality	of	a	person’s	communications	is	protected.	In	particular,	Regulation	5	requires	

that a person’s consent is obtained to place cookies or similar technologies on a person’s computer 

or other device. 

As a result of the GDPR changing the rules of what is required to obtain valid consent, the rules for 

setting cookies (and similar technologies) have changed. Therefore, the DPC issued a Guidance 

Note in 2020 on the use of cookies and other tracking technologies, which sets out the rules under 

which it is acceptable to use these technologies. 

In addition to the rules on consent, the guidance also explains how other concepts from the GDPR, 

such as transparency, joint controllers, data protection impact assessments, etc, apply to the use 

of cookies and similar technologies. 

Some of the points relating to consent that are raised in the guidance are as follows: 

1. Organisations must obtain consent to store or set most cookies and to use other tracking 

technologies, such as pixel trackers, like buttons and social media sharing tools; 

2. The rules apply even where cookies do not store personal data. ePrivacy focuses on the 

confidentiality	 of	 all	 electronic	 communications.	 However,	 if	 personal	 data	 is	 stored,	 the	

requirements of GDPR apply as well; 

Chapter 5 - The Grounds for Data Processing
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3. The	 consent	 that	 is	 obtained	 must	 meet	 GDPR	 standards,	 being	 freely	 given,	 specific,	

informed and unambiguous. Default settings on a browser or a person continuing to use a 

website	do	not	constitute	affirmative	consent.	Consent	must	be	provided	by	an	affirmative	

action by the consumer, such as ticking a box; 

4. It	must	be	as	easy	for	a	user	to	withdraw	consent	as	it	was	to	provide	it	in	the	first	place;	

5. Pre-ticked boxes and bundled consent, where approval is sought for a range of processing 

activities under one question, are not allowed; 

6. Consent	must	be	reaffirmed	every	six	months;		

7. Organisations should avoid using language or interfaces that nudge the user to accept 

cookies, such as a more prominent button (due to size, placement or colour) for accepting 

all cookies. 

To see the DPC’s guidance on the use of cookies and other tracking technologies, click the 

following link: https://www.dataprotection.ie/en/dpc-guidance/guidance-on-cookies-and-similar-

technologies  

For more detailed Guidance on Consent, click here: https://edpb.europa.eu/our-work-tools/our-

documents/guidelines/guidelines-052020-consent-under-regulation-2016679_en

https://www.dataprotection.ie/en/dpc-guidance/guidance-on-cookies-and-similar-technologies
https://www.dataprotection.ie/en/dpc-guidance/guidance-on-cookies-and-similar-technologies
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-052020-consent-under-regulation-2016679_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-052020-consent-under-regulation-2016679_en
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Legitimate Interests as a Legal Basis – Article 6(1) GDPR:- 

Examples of the type of processing that may appropriately rely on the Legitimate Interest 

legal basis: 

• Sharing employee and customer data with other companies within the same Group for 

internal administrative purposes;

• Ensuring the security of your organisation’s employees; and

• Preventing fraud by employees or customers. 

To rely on Legitimate Interests as a legal basis for processing personal data, an organisation 

must:-

1. Be transparent: provide information in your organisation’s Privacy Notice on both the 

processing and the legitimate interests being pursued, plus their right to object (on 

“compelling legitimate grounds” only); and

2. Carry out an assessment (a “Legitimate Interests Assessment”) and document your 

rationale,	including	the	safeguards	in	place	for	data	subjects.	When	doing	so,	consider	

the	actual	effect	of	the	processing	on	individuals,	i.e.	rather	than	an	academic	or	abstract	

exercise; and

3. Keep documentation available for inspection by the DPC.

The Legitimate Interests Assessment must include the following:-

1. The rationale for relying on Legitimate Interests and why the other grounds are not 

appropriate;

2. A description of your organisation’s particular legitimate interests (e.g. the commercial 

benefits)	and	the	factors	that	make	these	interests	(i)	lawful;	(ii)	defined;	and	(iii)	real	

and tangible, i.e. not speculative;

3. An assessment of the necessity of the processing, i.e. setting out the alternatives that 

have been considered and whether there are any less invasive options available;

4. A provisional assessment as to whether your organisation’s interests are overridden by 

the rights of the data subject(s), taking into account:

a. the nature of the data involved;

b. the status of the data subject(s) relative to that of your organisation (is it 

unequal?);

c. the data subject’s reasonable expectations;

d. the way the data is/will be processed and the impact on the data subject(s), in 

particular where the data subject(s) is/are under 18 years of age;

e. the possible prejudice to the organisation if the proposed processing does not 

go ahead;

f. the	impact	on	the	data	subjects	versus	the	benefits	to	the	organisation;	and

g. the	benefits,	if	any,	of	the	proposed	processing	to	the	data	subject(s).

Chapter 5 - The Grounds for Data Processing
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5.	 A	final	assessment	taking	account	of	additional	safeguards,	such	as:

a. technical and organisational measures to ensure that the data cannot be used to 

take actions or make decisions about the data subject(s) (“functional separation”);

b. use of anonymisation techniques, aggregation of data, privacy-enhancing 

technologies;

c. increased transparency, right to opt out; and

d. data minimisation (e.g. strict limitations on the data collected and immediate 

deletion of data after use), data access and data portability rights available to the 

data subject(s), DPIAs, data protection by design.

International Data Transfers (Articles 44-50 GDPR):-

• Organisations cannot transfer personal data outside the EEA unless certain conditions for 

safeguarding	the	data	are	satisfied.

• The following are some examples of “Transfers” of data:

 · sharing personal data with other companies within the same Group that are based outside 

the EEA;

 · enabling access by third parties located outside the EEA to personal data on systems that 

are located inside the EEA (even ‘view only’ access); and

 · storing your personal data on the Cloud if the organisation stores the personal data in 

servers outside the EEA (irrespective of where the cloud storage organisation is based).

• Further detail on transfers of personal data out of the EEA is outside the scope of this Guide. 

However, further information can be found on the following websites: 

Transfers	 of	 Personal	 Data	 to	 Third	 Countries	 or	 International	 Organisations	 |	 Data	 Protection	

Commissioner

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-

protection_en 

https://www.dataprotection.ie/en/organisations/international-transfers/transfers-personal-data-third-countries-or-international-organisations
https://www.dataprotection.ie/en/organisations/international-transfers/transfers-personal-data-third-countries-or-international-organisations
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection_en
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Chapter 6

Privacy Notices (Articles 13 & 14 GDPR)

The GDPR requires that, where a controller wants to process personal data, the 

data subjects must be provided with certain information about the intended uses 

of the information and the identity of the organisations that will be carrying out 

the processing. This information is generally provided in documents known as 

Privacy Notices, Data Protection Statements, Fair Processing Notices or similar. 

Requirements  

• The information to be provided must be in “a concise, transparent, intelligible and easily 

accessible form, using clear and plain language”;

• The information must be communicated at the time that the personal data is collected from 

the data subject; and

• The following information must be provided to data subjects:- 

1. the organisation’s name and contact details;

2. the DPO’s contact details, where applicable;

3. if	the	personal	data	is	gathered	from	a	source	other	than	the	data	subject,	the	different	

types of personal data held and the source from which it was gathered;
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4. the purpose of the processing and the legal basis for the processing;

5. where this legal basis is relied upon, the organisation’s legitimate interests and an 

explanation of those interests;

6. the recipients or categories of recipients to whom data is shared/disclosed;

7. details of any transfers of personal data outside the EEA, the safeguards in place and the 

means by which to obtain a copy of them;

8. the data retention period or the criteria used to determine the data retention period;

9. the	 individual’s	 rights	 including:	 the	 right	 of	 access	 to	 data,	 rectification	 and	 erasure,	

restriction of processing, objection to processing, data portability;

10. where the processing is based on consent, the right to withdraw consent at any time;

11. the right to make a complaint to the DPC;

12. details	 of	 any	 automated	decision-making	 including	profiling	and	 the	 logic	 involved,	 as	

well	as	the	significance	and	consequence	for	the	individual;	

13. if the information is gathered directly from the data subject, whether the requirement 

to provide the data by the individual is a statutory or contractual obligation and the 

consequences of failing to provide the data; and

14. in addition, as expected by the DPC: The security of the data collected should be mentioned 

and in general terms the measures taken to ensure the security of data. 

Chapter 6 - Privacy Notices (Articles 13 & 14 GDPR)
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Suggested Action Points:

• Review your organisation’s Privacy Notice;

• Add any additional information required;

• Consider the length of the Privacy Notice and whether a “layered” notice would be 

easier to follow, i.e. a short notice with links to more detailed information;

• Consider whether the language and terminology used is clear and easy to understand; 

and

• For organisations that share personal data with third parties, either in circumstances 

where one party is a processor of the other or where the two parties are joint 

controllers, make sure you have an appropriate contract in place prior to beginning 

the processing activity.

For more detailed guidance on Transparency (including Privacy Notices): 

https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=622227 

For a detailed overview of the requirements when writing a Privacy Notice: 

https://gdpr.eu/privacy-notice/

https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=622227
https://gdpr.eu/privacy-notice/ 
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Chapter 7

Data Subject Rights & Requests (Chapter III GDPR)

The GDPR introduced new rights for data subjects (including a right to data 

portability) and enhanced certain existing rights (such as the rights of rectification 

and erasure). These are outlined in turn as follows.

General (Article 12 GDPR) 

Under the GDPR, there are certain requirements that apply to all data subject rights and requests. 

These are as follows: 

Plain English:- 

• All information and communications must be provided “in a concise, transparent, intelligible 

and easily accessible form, using clear and plain language”;  

• Therefore all letters and information should be easily understandable and to the point.

Charging a Fee:

• A fee may not be charged, no matter how small;   

• However, in very exceptional circumstances, an organisation is entitled to charge a fee to 

cover administrative costs if it reasonably believes that the request is manifestly unfounded or 

excessive, in particular where repetitive requests are made. It would be advisable to inform the 

data subject as soon as possible that this is the case and to provide them with as much data as 

can be provided in the meantime.

Timeframe for Responding:-

• Within	30	calendar	days	of	receiving	the	request	and	once	satisfied	of	the	individual’s	identity	

– or up to a maximum of 90 calendar days for complex cases; the individual must be informed of 

the need for the extended period within the initial 30 days and should be provided with as much 

of the data as possible in the meantime. 

Refusing a Request:- 

• If not taking action on a request, the organisation must inform the data subject without delay 

and at the latest within one month of receipt of the request of the reasons for not taking action 

and that they have the right to make a complaint to a Supervisory Authority and to seek a judicial 

remedy.
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Rights and Requests

1. Right of Access (Article 15 GDPR) 

The	most	significant	of	these	rights	is	the	individual’s	right	to	access	their	personal	data.	Such	

requests are known as “Data Access Requests” or “Subject Access Requests”.

The format of the Request:-

• It must provide relevant details needed to help identify the individual and to locate the required 

information (at the very least name and policy/account number);

• It does not have to refer to the GDPR or the DPA 2018; it can simply state that the individual 

requests a copy of their data held by your organisation;

• Template	Request	forms	are	useful	but	cannot	be	mandatory.	While	an	individual	is	entitled	to	

copies of all information held about them, forms can help greatly in encouraging individuals to 

be	specific	about	what	they	are	looking	for.	Very	often	a	quick	phone	call	can	save	time;	and

• Organisations can decide on their own criteria for proving identity and should document this 

as part of their procedures. For example, it would be safe to assume that a request received 

from a person’s known address is proof of their identity, but some organisations may insist on 

additional details such as date of birth. In addition, signatures can usually be presumed to be 

correct.

For the DPC template for access requests, click the following link: 

https://www.dataprotection.ie/en/individuals/know-your-rights/right-access-information 

For more detailed advice on access requests, click the following link: 

Guidelines	 01/2022	 on	 data	 subject	 rights	 -	 Right	 of	 access	 |	 European	 Data	 Protection	 Board	

(europa.eu)

Format of Response:-

• Must include a copy of the data in an intelligible form i.e. photocopies must be legible, 

abbreviations only understood by your organisation must be explained;

• Must be provided in a digital format if the request is received in a digital format, unless 

otherwise requested;

• Must inform the individual if no information is held about them; and

• Must inform the individual if their right of access is restricted and of their right to complain to 

the DPC about the refusal and their right to seek a judicial remedy.

Defamatory Data: the fact that data includes inappropriate comments is not grounds for redacting 

that data. Data cannot be cleansed of defamatory statements or harmful content once the request 

has	been	obtained.	Staff	should	be	reminded	of	the	need	to	be	careful	about	recording	any	subjective	

comments about an individual and that all comments recorded should be factual in nature.

Record Keeping: best practice is to keep a copy (scanned preferably) of the response provided, in 

the event of a query or complaint.

Enforced Access Requests: it is illegal to force an individual to make an Access Request. Examples: a 

prospective	employer	cannot	request	or	ask	(effectively	forcing)	a	job	applicant	to	make	a	request	

from their current/previous employer. 

https://www.dataprotection.ie/en/individuals/know-your-rights/right-access-information
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-012022-data-subject-rights-right_en
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-012022-data-subject-rights-right_en
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2. Right of Data Portability (Article 20 GDPR)

This is the right for the customer to receive their data, not in hard copy or by email like a Subject 

Access Request, but in a form in which they, the customer, can use it and re-use it electronically as 

they wish. They can request that their data be transferred either to themselves or to a third party.

The key features of this right are as follows:-

Only the following data is covered:

• Personal data: 

i. that is processed where the legal basis is consent (Articles 6(1)(a) or 9(2)(a) GDPR) or where 

it is required for a contract (Article 6(1)(b) GDPR); and

ii. where	the	processing	is	carried	out	by	automated	means	(i.e.	excludes	paper	files);

• Personal data provided to the organisation by the individual themselves and any observed data 

(e.g. transaction history, access log);

• Excludes data produced by subsequent analysis of data provided by the individual, i.e. inferred 

or derived data (e.g. risk scores); 

• Excludes personal data provided to the organisation to comply with a legal obligation, e.g. data 

used for anti-money laundering purposes; and

• Excludes personal data gathered by the organisation that is processed for the purpose of the 

legitimate interests pursued by the controller or by a third party.  

Format

• Not prescribed but must be secure and must be in a structured, commonly used and machine-

readable format. 

• Guidance suggests the use of industry-standard formats already in use or, where none are in use, 

commonly used open formats e.g. XML, JSON, CSV.

• In cases of large amounts of data, guidance suggests secure messaging, an SFTP server, secured 

Web	API	or	Web	Portal	for	the	retrieval	of	data	by	the	data	subject.		

• The agreement of industry-wide solutions is encouraged. 

For more detailed guidance, click the following links: 

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611233  

https://www.dataprotection.ie/en/individuals/know-your-rights/right-data-portability-article-20-gdpr

3. Right of Rectification (Articles 16 GDPR)

Individuals	 have	 a	 right	 to	 have	 their	 data	 rectified	 or	 corrected,	 including	 by	 way	 of	 having	

incomplete information completed. 

4. Right to have processing restricted or stopped (Articles 18 and 21 GDPR) 

Individuals may request an organisation to stop their data being used for certain purposes, e.g. 

for	direct	marketing.	This	is	in	effect	the	equivalent	of	an	Opt	Out	request	and	must	be	recorded	

as such on the organisation’s system. 

5. Right of Erasure (also known as the ‘right to be forgotten’) (Articles 17 GDPR) 

Individuals have a right to have their data erased or deleted without undue delay in certain 

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611233
https://www.dataprotection.ie/en/individuals/know-your-rights/right-data-portability-article-20-gdpr
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circumstances, including where the data has been held for longer than necessary, if the 

processing is not in compliance with regulation or where the individual successfully challenges 

an organisation’s legitimate interest basis for processing the data – but not where the data is 

held in accordance with a legal obligation or where the processing is required for a legal claim.  

It is important therefore that organisations document their legal bases for processing data and 

maintain their Retention Schedules. For organisations regulated by the Central Bank of Ireland, 

there are legal requirements to retain certain data. Therefore, most queries/requests for erasure 

can be easily answered with reference to your organisation’s retention policy.

6. Right to Make a Complaint to the DPC (Section 119 DPA 2018)

• This is described in more detail in Chapter 15 (Regulatory Powers & Sanctions); 

• Note:	 A	 Not-For-Profit	 agency	 can	 make	 a	 complaint	 on	 an	 individual’s	 behalf	 to	 both	 your	

organisation and to the DPC and can take legal action on behalf of one or more individuals.  

For the form to raise a concern with the DPC, click the following link:  

https://forms.dataprotection.ie/contact  

7. Right to Sue the Controller and Processor (Section 117 DPA 2018)

• Statutory right to damages – now even in cases of non-material loss; 

• Individuals will now be able to claim damages for breaches of Data Protection in respect of their 

personal data – even where no loss or damage has resulted;

• Organisations are advised to take extra care in particular when responding to Access and other 

Data Subject Requests from individuals, to ensure that the risk of any such claims is minimised;

• Individuals will be able to sue both your organisation as controller and any processors your 

organisation uses. Organisations are advised to review all contracts with processors to ensure 

the adequacy of processors’ Data Protection obligations; 

• A	Not-For-Profit	body	can	complain	on	an	individual’s	behalf	to	both	your	organisation	and	to	

the DPC and can take legal action on behalf of one or more individuals.

Grounds for Restricting or Refusing Subject Rights:

There are very limited grounds for restricting or refusing data subjects’ requests under the rights 

set out at 1 to 5 above. The grounds that may be available to organisations are as follows:-

(i) Legal Privilege (Sections 60 and 162 DPA 2018) 

There are a number of similar grounds that relate to legal privilege in the DPA 2018. In summary, 

the data may be withheld where it was created in contemplation of or for the establishment, 

exercise or defence of a legal claim, prospective legal claim, legal proceedings or prospective 

legal proceedings, for the enforcement of civil law claims or in relation to the seeking, receiving 

and giving of legal advice, irrespective of whether legal proceedings are likely or anticipated. 

(ii) Third Party Data

References identifying other (third) parties, for example the names of other customers, must 

be removed (redacted) from any information provided to a data subject. However, references 

to	staff	who	would	be	known	to	the	customer	(e.g.	the	staff	member	who	the	customer	has	

dealt with) should be retained.

https://forms.dataprotection.ie/contact
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(iii)	Opinions	Given	in	Confidence	(Section	60	DPA	2018)

References to third parties (e.g. previous employers) who have given an expression of opinion 

in	confidence	or	on	the	understanding	that	it	would	be	treated	as	confidential	must	be	redacted	

from any information provided to a data subject.

Similarly references to the identity of whistle-blowers or witnesses in an internal investigation 

must be redacted unless consent has been given.

It	is	not	enough	that	a	document	has	been	headed	“Confidential”;	as	an	organisation	you	must	

be able to demonstrate that the document was given with the expectation that it would not be 

disclosed to the particular individual. 

(iv) Ongoing Criminal or Internal Misconduct Investigation (Section 60 DPA 2018)

Data can and should be withheld where there is an ongoing Garda investigation concerning the 

individual (e.g. fraud by a customer) or where misconduct suspicions/allegations concerning a 

staff	member	are	being	monitored/investigated.

When	replying	to	any	Access	Request	in	such	circumstances,	these	grounds	must	not	of	course	

be mentioned.  

(v) Claims Investigation Material (Section 60 DPA 2018) 

Data that has been gathered for the purposes of estimating the amount of the liability on foot 

of a claim (i.e. investigation material) may be withheld where the release of the data would be 

likely to prejudice the commercial interests of the controller in relation to the claim.  

(vi) Requests which are “Manifestly Unfounded or Excessive in Particular because of their 

Repetitive Character” (Article 12 GDPR)

An organisation is entitled to refuse to respond to repeated requests where the data is unlikely 

to have changed since the previous request. 

Where	a	follow-up	request	is	made,	it	is	sufficient	to	provide	the	individual	with	the	updated	

data only since the previous request.

Best practice: decide on a policy for your organisation and document it in your procedures. 

Twelve months is considered by the DPC a reasonable minimum interval between requests. 

(vii) Requests from Third Parties on Behalf of the Individual

 Care must be taken when considering requests stated to be made on an individual’s behalf 

(e.g. by an advisor or family member), in particular where the request comes from what appears 

to	be	an	unusual	source.	While	you	should	always	satisfy	yourself	that	a	request	is	genuine,	the	

following practice is suggested:- 

• legal advisors: always seek an authority signed by the individual on whose behalf the legal 

advisor is making the request; 

• powers of attorney: where there is a Power of Attorney, the request may be actioned 

where there is evidence that the person making the request is the appointed attorney;

• financial	advisors:	always	seek	an	authority	signed	by	the	individual	on	whose	behalf	the	

financial	advisor	is	making	the	request;	

• family members or acquaintances: always seek an authority signed by the individual on 

whose behalf the family member/acquaintance is making the request. However, data 

protection	doesn’t	 affect	 dealing	with	 operational	 requests	 in	 the	 usual	way,	 provided	

information is not given out without the individual’s permission (e.g. taking a payment 

from a parent for a child’s insurance policy, provided that the parent has all the required 

information).
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Chapter 8

Solely Automated Decision-Making and Profiling 

Automated decision-making and profiling are techniques used to streamline 

processes and to measure risks or identify opportunities. There are different 

rules for each and, for both, new requirements under the GDPR.  

1. Profiling

Profiling	 is	 defined	 as	 “Any	 form	 of	 automated	 processing	 of	 personal	 data	 consisting	 of	

the use of personal data to evaluate certain personal aspects relating to a natural person, in 

particular to analyse or predict aspects concerning that natural person’s performance at work, 

economic situation, health, personal preferences, interests, reliability, behaviour, location or 

movements.”

Therefore,	to	be	considered	‘profiling’,	a	processing	activity	must	involve	the	following	

elements:

• It must be carried out by automated processing (i.e. by technological means);

• It must involve personal data; and

• The objective must be to evaluate aspects of a person.

Examples:

• Profiling	for	marketing	purposes	–	e.g.	to	identify	which	of	an	insurance	company’s	motor	

insurance customers are most likely to want home insurance too; 

• Risk assessments for fraud prevention/anti-money laundering purposes.

The Requirements:

In	all	cases	of	profiling,	the	individual	has	the	right	to	the	following	(in	addition	to	the	usual	Data	

Protection Principles):-

(i) To	be	informed	that	they	will	be	subject	to	profiling,	an	explanation	of	how	the	profiling	

process	works,	that	a	decision	will	be	made	on	the	basis	of	the	profile	generated	and	the	

potential	 consequences	 of	 the	 decision.	 Accordingly,	 all	 instances	 of	 profiling	 and	 the	

purpose of each must be described in your organisation’s Privacy Notice and on application 

forms.

(ii) To	receive,	in	an	access	request,	details	of	the	personal	data	used	in	the	profiling	(the	input	

data)	 and	 information	 on	 the	 profile	 and	what	 segments	 they	were	 placed	 in.	 However,	

there is a limited exemption where the information in question would reveal trade secrets 

or	adversely	affect	intellectual	property	rights.	
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(iii)	To	object	to/opt	out	of	such	profiling	where	legitimate	interest	is	the	legal	basis	for	the	

processing. However, the controller is entitled to carry out a balancing test between its 

grounds for the processing and the data subject’s interests, rights and freedoms. See 

Chapter 5 of this Guide for more details. 

(iv) To opt out of receiving marketing material where legitimate interest is the legal basis for 

processing. No balancing test of the controller’s grounds and the data subject’s interests, 

rights and freedoms is allowed in this situation, the processing must be stopped. 

(v) To correct inaccurate data held by the controller, including the input data (the personal 

data	used	to	create	the	profile)	and	the	output	data	(the	profile	itself	or	the	‘score’	assigned	

to the person).

Recommendations

• Where	your	organisation	is	relying	on	 legitimate	interests	as	a	 legal	basis	for	marketing,	

your	 application	 form	 should	 contain	 an	 opt	 out	 from	 profiling	 for	 marketing	 purposes	

(where consent is the legal basis for marketing, an opt in is required; see Chapter 9 – Direct 

Marketing for more information). An opt out is not necessary for other forms of processing; 

• Opt	outs	from	each	separate	profiling	activity	where	legitimate	interest	is	the	legal	basis	

must be recorded on your system.



Compliance Institute 2022 Data Protection Guide

46

2. Solely Automated Decision-Making (Article 22 GDPR and Section 57 DPA 2018)

Before setting out the applicable rules, it is worth clarifying some of the terminology:

Automated processing:  means the processing of personal data by technological 

means, i.e. by the use of computers or computer-based 

systems or software;

Automated decision-making: means the making of decisions by technological means. 

More detailed criteria for this term are set out below.

Article 22(1) of the GDPR states that: 

“The data subject shall have the right not to be subject to a decision based solely on automated 

processing,	including	profiling,	which	produces	legal	effects	concerning	him	or	her	or	similarly	

significantly	affects	him	or	her.”

Interpretation of Article 22:

A. Prohibition 

 Article 22(1) is a prohibition on fully (referred to as “solely” in the GDPR) automated decision-

making,	including	profiling,	that	has	a	legal	or	similarly	significant	effect,	unless	one	of	the	

exemptions set out in Article 22(2) applies (see section C below). 

For	the	prohibition	to	take	effect,	a	decision-making	process	must:

• Relate to an individual;

• Use of that individual’s personal data;

• Be made entirely without human intervention; and

• Have	important	consequences	for	the	individual	(i.e.	either	legal	effects	or	“similarly	

significantly	affects	him	or	her”).

 To qualify as human intervention, there must be meaningful oversight of the decision by 

a	member	of	staff	who	has	the	authority	and	competence	to	change	the	decision.	A	token	

gesture	will	not	suffice.	

B.	 Legal	or	Similarly	Significant	Effects

	 Examples	of	legal	effects:	

• The cancellation of a contract; 

• The	loss	of	a	particular	social	benefit	granted	by	law	(e.g.	child	benefits);	or

• Refused admission to a country or denial of citizenship.

	 ‘Similarly	significant	effects’	must	be	sufficiently	 important	to	be	worthy	of	attention,	 for	

example: 

• Decisions	that	affect	someone’s	financial	circumstances,	e.g.	their	eligibility	to	receive	

credit;

• Decisions that deny someone an employment opportunity; and
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• Decisions leading to particularly intrusive targeted advertising (e.g. intrusive delivery 

of	advertising,	tracking	individuals	across	different	websites,	devices	or	services	or	use	

of	known	vulnerabilities,	such	as	financial	difficulties).

C. Exemptions

 Under Article 22(2) of the GDPR, the use of solely automated decision-making is permissible 

where the decision is:

(a) Necessary for entering into, or performance of, a contract between the data 

subject and a data controller; 

(b) Authorised by Union or Member State law to which the controller is subject; or 

(c) Based on the data subject’s explicit consent. 

D. Special Categories of Personal Data

 Article 22(4) states that special category data shall not be used in solely automated decision-

making unless the legal basis for the processing is either explicit consent (Article 9(2)(a)) or 

substantial public interest (Article 9(2)(g)). 

 Therefore, solely automated decision-making that involves the use of special category 

personal data is only permitted under the following cumulative conditions: 

• There is an applicable Article 22(2) exemption; and 

• Point (a) or (g) of Article 9(2) of the GDPR applies; and 

• Suitable measures are in place to safeguard the data subject’s rights and freedoms and 

legitimate interests (see section E below). 

E. Safeguards

	 Where	it	is	permissible	to	employ	solely	automated	decision-making,	Article	22(3)	requires	

that suitable measures are put in place to safeguard the data subjects’ rights and freedoms 

and legitimate interests. 

 At a minimum, these safeguards should include the right to: 

(a) Obtain human intervention; 

(b) Express his or her point of view; and 

(c) Contest the decision. 

As mentioned above, human intervention must be meaningful and be carried out by someone 

who has the authority and competence to change the decision. 

F. Rights 

 Individuals have the right to the following:-

(i) To be informed that a solely automated decision-making process will take place;

(ii) To be informed, in both a privacy notice and in response to an access request, of the 

personal data being used in the decision-making process. However, this right should 

not	adversely	affect	an	organisation’s	trade	secrets	or	intellectual	property;	

Chapter 8 - Solely Automated Decision-Making and Profiling
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(iii) To be informed in general terms of how the internal logic or set of criteria determines 

the automated decision; and

(iv) To	have	that	automated	decision	reviewed	by	a	sufficiently	senior	member	of	staff.

Recommendations: 

If your organisation carries out solely automated decision-making, you should ensure that:-

(i) The required information is clearly provided in your Privacy Notice(s); and

(ii) Your organisation has a documented process for the review of decisions and queries 

from individuals.

Compliance teams should also keep updated on developments regarding the European Commission’s 

Draft AI Regulation.

For	more	detailed	guidance	on	Automated	Decision-Making	and	Profiling,	click	the	following	link:	

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053
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Chapter 9

Direct Marketing

Data Protection imposes strict obligations on the use of personal data for 

direct marketing purposes. These rules are in addition to other obligations, 

for example by the Central Bank of Ireland, and should be read as such. 

Basic Rule

The basic rule that applies to direct marketing, as set out in regulation 13 of the ePrivacy Regulations, 

is that the data controller needs the GDPR-compliant consent of the individual to use their personal 

data for direct marketing purposes. The marketer must make his/her identity clear and disclose how 

the individual’s contact details were obtained.  

Different	rules	apply	depending	on	the	format	used	for	the	marketing.	These	are	as	follows:

Post 

• You must tell your customers (or potential customers) that you intend to use their data for 

marketing purposes and give them an opportunity at point of collection to refuse such use or 

Opt Out (for example, by providing a “tick-box” on an application form). Good practice guidelines 

recommend	 that	 new	 customers	Opt	 In	 to	marketing	 preferences,	 performing	 an	 affirmative	

action. This consent must be as easy to withdraw as it was to provide;

• An individual may withdraw consent to direct marketing at any time.  

• For non-customers, you can use names and addresses on the most up-to-date version of the 

Edited Electoral Register but not the Full Register for postal marketing. Individuals on the 

Edited Register are those who, when registering to vote, did not object to personal data being 

used for marketing. 

To access the Edited Electoral Register, click the following link:

http://www.checktheregister.ie/PublicPages/Default.aspx?uiLang 

Telephone (Landline)

• You must tell your customers (or potential customers) that you intend to use their data for 

marketing purposes and give them an opportunity at point of collection to refuse such use or 

Opt Out (for example, by providing a “tick-box” on an application form). Good practice guidelines 

recommend	 that	 new	 customers	Opt	 In	 to	marketing	 preferences,	 performing	 an	 affirmative	

action. This consent must be as easy to withdraw as it was to provide; 

• In the case of a customer, you can call them even if they have opted out from receiving marketing 

calls on the National Directory Database (“NDD”), i.e. the consent given to your organisation 

outweighs the preferences recorded on the NDD and so you do not need to check the NDD; 

• However, in the case of a non-customer, you must check the NDD for any opt outs recorded before 

calling that individual, i.e. the NDD opt out will override any consent given to your organisation.

Mobile Telephone Calls

• You must have the individual’s prior consent (i.e. Opt In) before calling them for marketing 

purposes.

http://www.checktheregister.ie/PublicPages/Default.aspx?uiLang
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Email – Customers (individuals and businesses)

• At the point of sale, you must tell your customers that you intend to use their data for marketing 

purposes and give them an opportunity at point of collection to refuse such use or Opt Out (for 

example, by providing a “tick-box” on an application form). Good practice guidelines recommend 

that	 new	 customers	Opt	 In	 to	marketing	 preferences,	 performing	 an	 affirmative	 action.	 This	

consent must be as easy to withdraw as it was to provide; 

• For those customers who do not Opt Out, you can email them for marketing purposes, so long 

as:-

(i) it is within 12 months of the initial point of sale and receipt of their email details;

(ii) the product or service being marketed is your own;

(iii) the product or service being marketed is similar to that supplied to the customer in the 

context of the (previous) sale (e.g. another insurance product);

(iv) in the email (and all subsequent emails), the customer is given a clear opt-out not to receive 

further such emails; and

(v) all subsequent marketing emails are sent within 12 months of the previous email and the 

customer has not opted out since the last email.

Email – Non-customers 

• For non-Business non-customers, you must have their prior explicit consent (i.e. Opt In) before 

emailing them for marketing purposes; 

• However, for Business non-customers (even individuals, sole traders for example), you can email 

them	for	marketing	purposes	as	long	as	their	business	or	official	email	is	received	by	you	in	the	

context	of	commercial	or	official	activity	or	is	listed	in	a	Business	Directory.		

SMS Messages

• SMS messages are treated in the same way as emails and the same rules apply. 

Suggested Action Points

An individual may update their marketing preferences or withdraw consent to direct marketing at 

any time. Make sure:-

• There is a clear and simple contact point available to individuals (e.g. a dedicated email 

address provided as part of the Use of Information Notice on an application form and on your 

organisation’s web site); 

• If the request is received by letter, you must not insist the individual uses the dedicated email 

address instead;

• There is a clear process in place in your organisation to action such requests and update your 

system promptly (at the very latest within 28 days of receiving the request); and

• Compliance teams should also monitor any developments regarding the EU’s proposed ePrivacy 

Regulation.	If	introduced,	it	may	have	significant	implications	for	e-direct	marketing	and	other	

online communications. 

Buying in Marketing Lists

• You	can	continue	to	buy	leads	lists	from	marketing	firms,	but	best	to	confirm	that	their	consents	

are	 sufficiently	 explicit	 by	 checking	 them	 first	 against	 your	 own	 system	 for	 any	 preferences	
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indicated to your organisation and then against the National Directory Database (for phone) 

and Electoral Register (for post); 

• More generally:-

 · only use reliable marketing firms: do your research and check for customer complaints;

 · have a contract in place with the marketing firm which requires them to be data protection 

and GDPR compliant; and

 · when marketing to the leads on the list, refer to the name of the marketing firm as your 

source for their contact details.

Record Retention

• Failure to comply with the direct marketing rules can attract heavy penalties (currently up to 

€5,000 per individual marketing contact);

• The onus is on you, the Data Controller, to prove that you had the required consent to send the 

marketing message; 

• The	record	showing	consent	was	provided	must	be	sufficiently	granular	to	confirm	the	individual’s	

name, the date they gave or altered their consent and the means by which they did so, e.g. email/

letter/phone; 

• Best practice: retain such consents for a period of two years after the sending of the most recent 

marketing message to the recipient.

For DPC guidance, click the following link:

https://www.dataprotection.ie/en/organisations/rules-electronic-and-direct-marketing 

https://www.dataprotection.ie/en/organisations/rules-electronic-and-direct-marketing
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Chapter 10

Data Breach Reporting & Security (Articles 32-34 GDPR)

Since the introduction of GDPR, there has been a significant rise in the number 

of data breaches reported. In the first section of this chapter, we look at what 

measures are expected to be taken in relation to the security of data and, in the 

second, what to do in the event of a personal data breach.  

Data Security Obligations (Article 32 GDPR) 

• Data controllers must:-

 · Implement “appropriate technical and organisational measures” to ensure that the level 

of security is appropriate to the risks presented by both the nature of the personal data 

held and the particular processing activities;

 · Be able to ensure the ongoing confidentiality, integrity, availability and resilience of 

processing systems;

 · Be able to restore the availability and access to personal data in a timely manner in the 

event of a physical or technical incident (resilience); and

 · Implement a process for the regular testing, assessing and evaluating of the effectiveness 

of security measures; 

• Data controllers must also ensure a Business Continuity Plan is in place and conduct regular 

Disaster Recovery testing. 

• The cost and state of the art (‘state of the art’ meaning the available technological solutions) 

must be balanced against the risks and consequences of a security incident. Securing personal 

data under GDPR requires a risk-based approach to determine the appropriate level of security to 

be	applied	to	the	processing	activities.	However,	the	risks	to	be	considered	first	are	those	to	the	

data subject and only after they have been mitigated, can the risks to the business be considered;

• The longer data is retained, the greater the risk to the data and the data subject; 

• Compliance	with	approved	codes	of	conduct,	industry	standards	or	certifications	can	be	relied	on	

to demonstrate compliance;

• The data controller must ensure that all employees and contractors are aware of these measures 

and comply with them;

• All contracts with data processors must oblige them to have GDPR-compliant security measures in 

place and to guarantee GDPR-compliant security standards;

• For such contracts, especially when processing Special Category Data or large volumes, there is an 

expectation that controllers will exercise their right to audit; 

• All	 contractors	 must	 provide	 sufficient	 guarantees	 that	 they	 have	 implemented	 necessary	

safeguards for data protection; 

• Ensure, where possible, pseudonymisation and encryption of personal data is implemented; 

• All mobile devices (e.g. laptops, USB storage devices, mobile phones) should be encrypted by 

default.
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Record-Keeping:-

• A record must be kept of all personal data breaches regardless of whether or not they are reported 

to the DPC;

• Best practice: records of those breaches not reported to the DPC should include the reasons for 

not reporting;  

• The	record	must	contain	details	of	the	breach,	the	cause,	those	affected,	and	the	measures	taken	

to resolve the issue.

Processors:-

• Where	data	 is	processed	on	your	organisation’s	behalf	by	a	Processor,	there	must	be	a	written	

contract in place;

• The	legislation	requires	that	such	a	contract	specifies:

 · the subject-matter and duration of the processing, the nature and purpose of the 

processing, the type of personal data and categories of data subjects and the obligations 

and rights of the controller. That contract must state, in particular, that the Processor will:

(a) process the personal data only on documented instructions from the controller; 

(b) ensure that persons authorised to process the personal data have committed 

themselves	to	confidentiality	or	are	under	an	appropriate	statutory	obligation	of	

confidentiality;	

(c) take all measures required under the GDPR to maintain the security of the data; 

(d) ensure that the Processor has written authorisation from the controller to sub-

contract the services in question; 

(e) assist the controller to respond to requests for exercising data subjects’ rights 

under the GDPR; 

(f) assist the controller in ensuring the security of the data, with breach reporting and 

with Privacy Impact Assessments; 

(g) delete or return all the personal data to the controller after the end of the provision 

of services; and

(h) allow for and contribute to audits.

• Contracts with processors should stipulate timeframe for notifying the controller of the breach in 

order to allow the controller to meet its 72 hour reporting obligation;   

• Processors can now be held liable, either solely or jointly with controllers, for data security 

breaches. The DPC can attribute liability to both your organisation and your Processor(s) and levy 

fines	on	either	or	both.		
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Data Breach Reporting (Articles 33 and 34 GDPR) 

A Personal Data Breach is:-

• A breach of security…

• Resulting in the accidental or unlawful…

• Destruction, loss, alteration, unauthorised disclosure of, or access to personal data.

Reportable to the DPC:-

• A personal data breach must be reported to the DPC without undue delay and no later than 72 

hours (irrespective of weekends / bank holidays) of becoming aware of the breach unless it can 

reasonably be demonstrated that the breach is unlikely to result in a risk to data subject(s); 

• Where	the	notification	is	not	made	within	72	hours,	reasons	for	the	delay	must	be	provided;

• In	the	meantime,	all	reasonable	efforts	must	be	made	to	secure	the	data	in	a	timely	manner;

• If a decision is made not to report a breach to the DPC, the rationale must be documented;  

• Controllers should review their breaches to identify if any underlying patterns are emerging 

which may require more mitigating actions to be undertaken.
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Practical examples:

• Mailing label error: The customer’s correspondence is received by a third party and is opened 

by them. Assuming the third party informs the organisation or the customer, then that 

breach must be reported to the DPC;

• Note: Postal errors (i.e. errors in delivery by the Postal Service) will not be reportable;

• Unencrypted laptop: One of the organisation’s laptops containing customer data is mislaid 

and is not encrypted. This is a breach that must be reported to the DPC; 

• Loss	of	website	availability:	Where	a	business	provides	a	web-based	interface	or	app	which	

the data subject is required use to undertake time sensitive transactions (pay bills, register 

for services, etc.) and this portal goes down, such a loss of availability of services may be 

reportable based on the duration and time of day. 

Format & Content of Report to DPC:- 

• Breach	notifications	must	be	made	to	the	DPC	using	the	Breach	Notification	Form	on	its	

website. To access the form, click the following link:  

https://forms.dataprotection.ie/report-a-breach-of-personal-data 

• Where	the	personal	data	breach	substantially	affects,	or	is	likely	to	substantially	affect,	data	

subjects in more than one Member State, it must be indicated as involving cross-border data 

processing on the relevant section of the form;

• When	submitting	the	form	to	the	DPC,	companies	must	indicate:

 · whether the breach is ‘new’ or an ‘update’ to a previous breach notification;

 · the organisation’s name; and

 · a self-declared risk rating for the breach. Risk ratings include low risk, medium risk, high 

risk and severe risk.

• The form requires provision of the following information:

(i) the nature, cause and timeline of the breach;

(ii) a description of the records involved including the type and category of the data;

(iii) the	number	of	data	subjects	affected;

(iv) the likely consequences of the breach;

(v) the measures taken or planned to be taken to recover/secure the data; 

(vi) the contact details of the organisation’s DPO or other contact point in relation to the 

breach; and

(vii) whether	individuals	affected	by	the	breach	have	been	notified.

The DPC is aware that not all the information needed may be available within the 72-hour window. 

Organisations are expected to make an assessment of the need to report based on the information 

at hand and can submit a partial report. If, later, the risk assessment does not meet the reporting 

threshold,	 the	 notification	 can	 be	 withdrawn.	Waiting	 until	 all	 the	 information	 is	 available	may	

result in failing to notify the DPC within the mandated time frame.

Chapter 10 - Data Breach Reporting & Security (Articles 32-34 GDPR)
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Notification of the Data Subject(s):-

• A	personal	data	breach	is	also	notifiable	to	the	data	subject(s)	without	undue	delay	once	

becoming aware of the breach (unless on the rare occasion investigating authorities request 

a delay);

• You do not have to notify the data subject in all cases – only where there is a high risk to the 

rights of the data subject(s). For example:

 · Where: 

 · The security of the data has been compromised; and

 · The data is sufficiently sensitive or financial in nature so as to be likely to have 

serious consequences for the data subject(s); or

 · Where the data subject(s) need(s) to be informed in order to take certain steps to 

safeguard their data.

 · But not where disproportionate effort would be involved in which case a public 

communication would be more appropriate.

 · It should be noted that, even when there may not be a requirement to notify a data 

subject, an organisations may choose to do so based on their internal procedures 

designed to manage the relationship with customers/staff.
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Practical Examples:

• Mailing	 label	 error	 (above):	Where	 the	 customer	correspondence	contains	 sensitive	

data, e.g. health details, and is opened by the third-party recipient, then assuming the 

customer is not already aware, they must be informed; 

• Unencrypted	laptop	(above):	Where	the	laptop	contained	customers’	bank	details	and	

there is a risk to the security of the customers’ accounts, then the customers must be 

informed.	Where	the	data	on	a	laptop	(or	other	device)	has	been	properly	encrypted	

with a state-of-the-art algorithm, it is possible that the relevant data subjects would 

not	need	to	be	notified	of	the	breach,	as	it	is	unlikely	to	adversely	affect	them	(however,	

the	breach	would	still	need	to	be	notified	to	the	DPC).	

Format & Content of Notification to the Data Subject(s):- 

• The	notification	must	contain	the	following	information:-

 · a description of the nature of the breach;

 · the name and contact details of the organisation’s DPO or other contact point in 

relation to the breach;

 · a description of the likely consequences of the breach for that individual;

 · the measures taken or planned to be taken to recover/secure the data or to 

mitigate its adverse effects; and

 · the specific advice to the data subject(s) to protect their data (e.g. resetting 

passwords where access credentials have been compromised).

For	more	detailed	guidance	on	breach	notification,	click	the	following	links:	

h t t p :/ / e c . e u r o p a . e u / n e w s r o o m / a r t i c l e 2 9 / i t e m - d e t a i l . c f m ? i t e m _ i d = 6 1 2 0 5 2  

www.dataprotection.ie/en/organisations/know-your-obligations/breach-notification 

The Central Bank of Ireland:-

• A personal data breach is also reportable to the Central Bank where: 

 · There has been a cyber security element to the breach, e.g. a hacking into your 

organisation’s systems; and/or

 · The breach could have a significant and adverse effect on your organisation’s 

ability to provide adequate services to your customers.  

For detailed Central Bank Guidance on Cyber Security Incidents, click the following link: 

https://www.centralbank.ie/regulation/how-we-regulate/policy/cross-industry-policy-

and-guidance

The National Cyber Security Centre (NCSC):-

As part of a response to a data breach, an organisation can avail of the support of the NCSC, 

whose role, since being founded in 2011, is to provide guidance and advice to citizens and 

businesses	on	major	cyber	security	incidents.	Within	the	NCSC	sits	the	State’s	National/

Governmental Computer Security Incident Response Team (CSIRT-IE).

Chapter 10 - Data Breach Reporting & Security (Articles 32-34 GDPR)
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An incident can be reported by following the link below:

https://www.ncsc.gov.ie/incidentreporting 

Incident Response Plan:-

 · Make sure your organisation has an Incident Response Plan in place detailing exactly 

who does what and when; 

 · Train your staff;

 · Make sure your plan is reviewed for GDPR compliance, with particular attention paid 

to the timeframes for reporting; 

 · Ensure you take a consistent approach when providing a self-declared risk rating for 

personal data breaches in your organisation; and

 · Document your breaches and your responses adequately.

https://www.ncsc.gov.ie/incidentreporting
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Chapter 11

Data Retention (Article 5(1)(e) GDPR)

Proportionate retention of personal data is one of the basic data protection 

principles and a fundamental requirement in any business. 

The Basic Rules: 

• Personal data should only be held for as long as necessary, and only for the purposes for which 

the personal data was gathered, in other words: 

(i) for as long as required under legal or regulatory requirements; or 

(ii) for as long as required for legitimate business purposes.

• Examples of reasons for retention:-

 · the 6 year Statute of Limitations period;

 · Financial Services and Pensions Ombudsman requirements on long-term investment 

products or mortgages; 

 · Central Bank of Ireland / Consumer Protection Code requirements on retaining records of 

Regulated Activities; and 

 · retention requirements for anti-money laundering and terrorist financing purposes as set 

out in the Criminal Justice (Money Laundering and Terrorist Financing) Acts 2010 to 2021.

• Data should never be kept on a “just in case” basis;

• Documented retention policies and procedures setting out the retention periods and their 

rationale for each category of data must be implemented across the organisation.

• Retention policies and procedures must be reviewed periodically (best practice: annually) and 

updated as needed to ensure their continuing accuracy and completeness;

• Data must be deleted / anonymised in line with the retention policies and procedures adopted 

by the organisation and clear responsibility for doing so assigned within the organisation; 

• Regular spot checks and, ideally, assessments conducted by the organisation’s internal audit 

function, should be carried out to ensure adherence to the organisation’s retention policies 

and procedures and compliance with the retention requirements set out under the GDPR and 

the DPA 2018; 

• Organisations	 must	 ensure	 that	 all	 paper	 files,	 including	 those	 kept	 in	 archive	 or	 off-site	

storage, are reviewed regularly and destroyed securely when the reason for retention is no 

longer applicable. 
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The organisation’s retention policies and procedures should at a minimum identify:

• The personal data;

• The	storage	arrangements	–	paper	file,	electronic	record(s)	or	both;

• The duration and start (trigger) for the retention period (e.g. the closing date of an account 

or lapse of a policy);

• The	 relevant	 legislation	 and/or	 the	 business	 justification	 establishing	 the	 relevant	 period	

applicable to the various categories of personal data;

• The	 method	 of	 destruction	 to	 be	 employed	 (secure	 shredding,	 electronic	 file	 destruction	

method); and

• The person or department responsible for ensuring the records are destroyed securely and 

permanently.
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Chapter 12

Design, Default & Impact Assessments 

The GDPR introduced a number of rules relating to the design and 

implementation of new processing activities or changes to existing 

ones: Data Protection Impact Assessments (“DPIAs”), Data Protection by 

Design and Data Protection by Default. The intention is to ensure the data 

protection principles are considered and built into the new processes at an 

early stage. 

Data Protection Impact Assessments (also known as Privacy Impact 

Assessments) are assessments carried out by organisations to identify 

and understand the risks associated with a certain aspect of personal data 

processing. DPIAs are important tools to reduce risk, identify the impact 

of processing on individuals and the controls/safeguards which need to 

be put in place prior to the data processing being undertaken. DPIAs help 

the organisation to demonstrate compliance with the GDPR. The rules 

regarding DPIAs are set out in Articles 35 and 36 of the GDPR. 

When must DPIAs be carried out?

DPIAs are mandatory where the processing activity is likely to result in a high risk to data subjects. 

Some specific situations where a DPIA is required are where:-

1. New technology is introduced (e.g. a new Customer Relationship Management system is 

being developed or customer data is to be outsourced to the Cloud) or existing technology 

is upgraded; or

2. Automated	 decision-making,	 including	 profiling,	 is	 involved	 (e.g.	 risk	 scoring	 or	 quoting	

premiums on an automated basis); or

3. Systematic monitoring of your employees’ activities (e.g. email, internet usage); or

4. Processing special categories of personal data or data relating to criminal convictions on a 

large scale; or 

5. Systematic monitoring of publicly accessible areas on a large scale (e.g. CCTV); or

6. Sharing	or	transfers	of	personal	data	outside	the	EU/EEA,	even	between	different	companies	

within the same Group.
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The DPC has also stated that a DPIA will be mandatory for the following processing activities where the 

initial preliminary assessment/high level risk assessment has indicated that it would result in high risk:

• Use of personal data on a large scale for a purpose other than what it was collected for;

• Profiling	vulnerable	persons	including	children	and	using	the	data	set	for	targeted	marketing	or	

online services to these individuals;

• Systematically monitoring, tracking or observing individuals’ location or behaviour;

• Processing biometric data to uniquely identify an individual or individuals;

• Combining,	 linking	 or	 cross-referencing	 separate	 datasets	 which	 is	 then	 used	 for	 profiling	 or	

behavioural analysis of individuals;

• Large	 scale	 processing	 of	 personal	 data	 where	 the	 DPA	 2018	 requires	 “suitable	 and	 specific	

measures” to be taken in order to safeguard the fundamental rights and freedoms of individuals.

A full list of the personal data processing operations where the DPC requires a DPIA can be found on 

the following link:

Data	 Processing	 Operations	 that	 require	 a	 Data	 Protection	 Impact	 Assessment	 |	 15/11/2018	 |	 Data	

Protection Commission

While	there	is	no	exhaustive	set	of	factors	to	take	into	account	when	evaluating	if	there	is	a	need	to	

undertake a DPIA, the list below should be considered:

• Evaluation or scoring, predicting (e.g. performance at work, economic situation, using credit 

reference	database	and	creating	behavioural/marking	profiles);

• Consideration of the number of data subjects, volume of data, duration of the processing activity, 

geographical reach of processing activity;

• Different	data	sets	from	different	sources	being	used	for	a	purpose	that	would	not	be	obvious	to	

the data subject;

• Personal data of vulnerable individuals, as there may be a power imbalance between the data 

subject and the controller;

• Combining technology and organisational solutions, for example facial recognition used for 

physical access security;

• Insufficient	protection	against	unauthorised	reversal	of	pseudonymisation.

For each proposed processing activity your organisation undertakes, you will need to assess and 

document why a DPIA is or is not required and a record of this assessment must be kept. 

Even when not required under legislation, DPIAs are highly recommended as good practice and are an 

effective	tool.	They	can	be	used	to	demonstrate	compliance,	identify,	and	treat	risks,	to	raise	awareness	

within the business and to avoid delays to future projects by rooting out problems early. 

Form and Content of a DPIA

DPIAs are in essence like any risk assessment undertaken, however they must contain the following:-

1. A detailed description of the proposed processing activity;

2. A simple data flow diagram which would be understood by the end customer/layman (comprising 

data sources, data processes/uses, data disclosures, data storage and data deletion);

3. Reference to complying with any approved Industry Code of Conduct; 

4. An assessment of the necessity and proportionality of the processing (including any alternatives 

considered);

https://www.dataprotection.ie/en/news-media/press-releases/data-processing-operations-require-data-protection-impact-assessment
https://www.dataprotection.ie/en/news-media/press-releases/data-processing-operations-require-data-protection-impact-assessment
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5. Identification	and	description	of	the	Data	Protection	risks	and	the	extent	to	which	they	will	

be managed (i.e. the controls/mitigating factors and actions required (if any) for each);

6. An overall assessment of the Residual Risk to data subjects (e.g. customers or employees); 

7. The extent to which interested parties were consulted (e.g. the DPO, internal stakeholders 

(giving names and job titles), external parties such as suppliers/processors);

8. They should be signed, dated and a copy saved to pdf format for an audit trail; and

9. Incorporate the outcome into the project plan for the processing activity.

If the DPIA shows a High Residual Risk after taking account of all controls and mitigating factors, 

the	proposed	processing	activity	must	be	notified	to	the	DPC	for	its	approval.	DPIAs	must	also	be	

made available to the DPC on request.

When is a DPIA not Required?

1. When	the	processing	is	not	likely	to	result	in	a	high	risk	to	the	data	subject;

2. When	the	nature,	scope,	context	and	purposes	of	processing	are	similar	to	an	activity	for	

which a DPIA has already been undertaken; and

3. In circumstances where the processing operation is based on EU or Member State law when, 

the	law	regulates	the	specific	processing	activity	and	a	DPIA	has	already	been	undertaken	as	

part of enactment of the law.

For more detailed guidance on DPIAs, click the following links:

Data	Protection	Impact	Assessments	|	Data	Protection	Commissioner

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236 

Data Protection by Design and Default 

Article 25 of the GDPR sets out the requirements of Data Protection by Design and by Default. 

Data protection by design requires controllers to implement appropriate measures (such as 

pseudonymisation) designed to ensure that the data protection principles are implemented in an 

effective	manner	and	to	ensure	that	the	necessary	safeguards	are	integrated	into	the	processing	

activity in order to comply with the GDPR and to protect the rights of individuals. This rule must be 

applied both at the time of the determination of the means for processing and at the time of the 

processing itself. 

Article	25	also	requires	that	the	controller	implement	data	protection	by	default.	Effectively,	this	

means that the default settings of a software application, computer programme or device must be 

engineered with the data protection principles in mind. 

One of the main reasons for these rules is to ensure that the data protection principles are 

considered and applied at an early stage in the implementation of a new process, instead of as an 

add-on at the last minute before it goes live. 

The European Data Protection Board (EDPB), has produced detailed guidelines on Data Protection 

by Design and by Default. To see this guidance, click the following link: 

Guidelines	4/2019	on	Article	25	Data	Protection	by	Design	and	by	Default	|	European	Data	Protection	

Board (europa.eu)

https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-impact-assessments
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2019/guidelines-42019-article-25-data-protection_en
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2019/guidelines-42019-article-25-data-protection_en
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Chapter 13

Record of Processing Activities (Article 30 GDPR) 

The GDPR requires controllers and processors to maintain a record 

of their processing activities.  

This	requirement	does	not	apply	to	organisations	with	250	or	fewer	staff,	unless	the	processing	

carried out: 

• is likely to result in a risk to the rights and freedoms of data subjects; 

• is	not	occasional	or	once	off;	or	

• includes special/sensitive categories of data or criminal conviction data. 

In general, organisations that are regulated by the Central Bank of Ireland, even those with 

fewer than 250 employees, will be required to keep such Records because the processing by 

regulated entities will generally fall into at least one of the above situations. 

For a Controller the Record of Processing Activities must contain the following details:-

1. The organisation’s name, address and DPO contact details and, where applicable, those 

of	any	joint	controllers	(as	defined	in	Article	26	of	the	GDPR)	and/or	any	controllers’	

representatives	(as	defined	in	Article	27	of	the	GDPR);

2. Categories of data subjects;

3. Categories of personal data; 

4. Categories of recipients of the personal data;

5. The type of processing carried out and the purpose(s) of each;

6. Retention periods for each category (or reference to a detailed Retention Schedule);

7. Any transfers of data outside the EU/EEA and the safeguards in place;

8. The technical and organisational security measures in place  (or reference to your 

organisation’s Security Policy(ies)).

For a Processor the Record of Processing Activities must contain the following details:-

1. The organisation’s name and contact details and those of each controller for which it 

processes data and the DPO;

2. The type of processing carried out on behalf of each controller;

3. Any transfers of data outside the EU/EEA and the safeguards in place;

4. The technical and organisational security measures in place (again with reference to 

your organisation’s Security Policy(ies)).

Supervisory Authorities 

Article	30	of	the	GDPR	specifically	states	that	organisations	with	a	record	of	processing	activities	

must make the record available for inspection by the Supervisory Authority on request. 
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Chapter 14

Employee Data

The data protection rules and principles set out in the GDPR and the DPA 

2018 summarised in this Guide apply as much to an organisation’s employees 

as they do to an organisation’s customers.

There are however additional aspects for an organisation (as both data 

controller and employer) to consider which are unique to employee data and 

particular challenges arise when processing personal data in a workplace 

environment. This is increasingly the case given the latest developments in 

technology and changes in the way work takes place.

Guidance

1. Employees do not lose their privacy and data protection rights just because they are 

employees.	Your	organisation’s	right	to	operate	an	effective	working	environment	must	be	

balanced against your employees’ reasonable expectation of privacy; 

2. Given the imbalance in power between employees and employers, consent cannot usually 

be given (or indeed withheld) freely, so other grounds for processing employee data must 

always be considered. Section 46 of the DPA 2018 gives a legal basis for the processing of 

special categories of employees’ personal data where the processing is in connection with 

employment or social welfare law. See Chapter 5: The Grounds for Data Processing;  

3. Blanket monitoring of employees or their communications should be avoided. Any monitoring 

(or tracking) must be proportionate to the risks faced by the employer. You must have a 

privacy notice for employees, setting out legitimate monitoring practices, which must be 

clear, transparent and readily accessible to employees. Private spaces (e.g. private email or 

document folders) must be provided to employees;

4. Blanket bans on communications/internet usage for personal reasons are disproportionate 

and impractical. The organisation’s usage policy must be clear about what is and is not allowed;

5. When	 considering	 the	 deployment	 of	 new	 technologies,	 employers	 must	 minimise	 the	

amount and extent of personal data used or retained. Best practice: consult your employees 

beforehand;

6. Job	applicants	must	be	 informed	before	 their	 social	media	profiles	are	 reviewed	and	such	

pre-employment reviews must only take place where the particular job role warrants it;

7. Similarly,	in-employment	screening	of	employees’	social	media	profiles	should	not	take	place	

on a generalised basis. Nor should employees be obliged to utilise an employer-provided 

social	media	profile;	
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8. Review	your	organisation’s	Speak	Up	procedures	to	ensure	that	whistle-blowers’	confidentiality	

is safeguarded;

9. Responses	 to	 employee	 Data	 Access	 Requests	 must	 respect	 the	 confidentiality	 of	 other	

employees and other third parties;

10. An organisation should also conduct data protection due diligence in connection with any 

vendor processing employee personal data on behalf of the organisation and ensure that a 

data protection agreement is put in place with such vendors; 

11. The processing of information relating to employees’ health and medical treatment should 

only be carried out where necessary and it must have a legitimate legal basis (as required by 

Articles 6 and 9 of the GDPR). Such processing should be proportionate to the need and should 

only process the minimum amount of information possible. Examples of acceptable processing 

of health data by a company include the management of sick leave and accommodations for 

employees with disabilities. It is generally not acceptable to process details of employees’ 

vaccination status – for more information, see https://www.dataprotection.ie/en/dpc-

guidance/processing-covid-19-vaccination-data-context-employment  

For more detailed guidance, click the following link: 

https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610169 

https://www.dataprotection.ie/en/dpc-guidance/processing-covid-19-vaccination-data-context-employment
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610169 
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Chapter 15

Regulatory Powers & Sanctions 

GDPR (Articles 51-84) 

The GDPR extensively covers the role, establishment, rules, and competence of Supervisory 

Authorities in Chapter 6 (Articles 51 – 59). Most notably, the One-Stop-Shop Mechanism, whereby 

controllers may work directly with only one Lead Authority across the EEA (typically where its 

main establishment is based), is one of critical importance from a Data Protection standpoint.

Likewise, the GDPR outlines the Cooperation Mechanisms between Data Protection Authorities 

across the EEA in Chapter 7 (Articles 60 – 76), including the existence of the European Data 

Protection Board (EDPB), which ensures the consistent application of the GDPR across the EEA.

Remedies, liability, and penalties are set out in Chapter 8 of the GDPR (Articles 77 – 84). The 

corrective powers and sanctions in the Data Protection Act 2018 (set out below) are derived 

from these articles. They also establish (in Article 82) the right of data subjects to compensation 

if	 they	 have	 suffered	 material	 or	 non-material	 damage	 as	 a	 result	 of	 an	 infringement	 

(more detail below). 

The Data Protection Act 2018

The DPC’s Regulatory Powers (Section 105-156 DPA 2018) 

The DPC’s regulatory powers comprise investigative, corrective, authorisation and advisory 

powers. They are equally applicable to both controllers and processors and may be summarised 

as follows: 

Investigative Powers 

1. To carry out audits/inspections. See more on this below;

2. To notify an organisation of an alleged infringement;

3. To request information;

4. To have access to an organisation’s records;

5. To have access to an organisation’s premises; and

6. To order the commission of a report by a “reviewer” which can be appointed by the DPC.

Corrective Powers & Sanctions

1. To issue warnings to organisations of possible infringements;

2. To issue reprimands;

3. To order an organisation to comply with a data subject’s request;

4.	 To	order	an	organisation	to	comply	with	a	certain	requirement	within	a	specified	timeframe;
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5. To order an organisation to notify a breach to a data subject;

6. To order a limitation, restriction or ban on certain processing;

7.	 To	order	rectification	or	erasure	of	certain	personal	data;

8. To order the suspension of certain data transfers;

9.	 To	impose	fines	of	up	to	€20	million	or	4%	of	an	organisation’s	total	worldwide	turnover	of	

the	previous	year.	The	following	factors	will	be	taken	into	account	in	determining	any	fine:-

i. the nature, gravity and duration of the breach, including the sensitivity of the data, 

the	numbers	of	data	subjects	affected	and	the	impact	on	them;

ii. the intentional or negligent character of the breach;

iii. any mitigating measures taken by the organisation;

iv. the technical and organisational measures in place;

v. any previous breaches or history of non-compliance;

vi. the manner in which the DPC became aware of the breach;

vii. the extent to which the organisation co-operated with the DPC; 

viii. adherence to any approved code of practice.

10. To bring legal proceedings against organisations;

11.	 To	impose	a	term	of	imprisonment	of	up	to	5	years	and/or	a	fine	of	up	to	€250,000	personally	

on	Directors/Officers	of	the	organisation.	

Authorisation & Advisory Powers

1. To issue opinions and approve draft codes of practice;

2. To approve standard contractual clauses for use in data processing contracts or for 

transfers of data outside the EU/EEA;

3. To	issue	certifications	and	accredit	certification	bodies	(e.g.	for	DPO	certification	courses);	

4. To issue annual reports, including naming and shaming organisations.

DPC Audits

1. May be carried out at very short notice (even a matter of days in certain cases) requesting 

information in advance such as policies and documentation;

2. May	 look	at	data	processing	carried	out	as	a	whole	or	specific	aspects	 (e.g.	 following	a	

complaint or infringement);

3. Will	 usually	 adopt	 a	 questionnaire	 approach.	Details	 of	 the	 standard	 questionnaire	 used	

along with self-assessment checklists are contained in the DPC’s Guidance on Audits (see 

below);

4. Will	be	hands-on	in	terms	of	inspecting	databases	and	records;

5. Will	involve	interviewing	the	DPO,	senior	management	and	personnel	involved	in	the	relevant	

processing activities; 
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6. Full co-operation with the DPC is essential.

An Individual’s Right to Damages (Section 117 DPA 2018) 

1. Individuals will now be able to claim damages for breaches of Data Protection in respect of 

their personal data – even where no loss or damage has resulted;

2. Organisations are advised to take extra care in particular when responding to Access 

Requests and other Data Subject Requests from individuals, to ensure that the risk of any 

such claims is minimised;

3. Individuals will be able to sue both your organisation as controller and any processors your 

organisation uses. Organisations are advised to review all contracts with processors to 

ensure the adequacy of the processors’ Data Protection obligations; 

4. A	 Not-For-Profit	 body	 can	 make	 a	 complaint	 on	 an	 individual’s	 behalf	 to	 both	 your	

organisation and to the DPC and can take legal action on behalf of one or more individuals.

For	guidance	on	administrative	fines,	click	the	following	link:	

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611237 

For more information on the DPC’s decisions under the Data Protection Act 2018, click the following 

link: https://www.dataprotection.ie/en/dpc-guidance/law/decisions-made-under-data-protection-

act-2018 

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611237
https://www.dataprotection.ie/en/dpc-guidance/law/decisions-made-under-data-protection-act-2018
https://www.dataprotection.ie/en/dpc-guidance/law/decisions-made-under-data-protection-act-2018
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Chapter 16

Design, Default &  

Impact Assessments 
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Chapter 16

The Legislation

For the GDPR, click the following link: 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN

For the Data Protection Act 2018, click the following link:

http://www.irishstatutebook.ie/eli/2018/act/7/enacted/en/html 

For the ePrivacy Regulations (S.I. 336/2011 – European Communities (Electronic Communications 

Networks and Services) (Privacy and Electronic Communications) Regulations 2011), click the 

following link: http://www.irishstatutebook.ie/eli/2011/si/336/made/en 

For guidance from the European Data Protection Board  

(formerly the Article 29 Working Party), click the following link:

https://edpb.europa.eu/our-work-tools/general-guidance/guidelines-recommendations-best-

practices_en

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://www.irishstatutebook.ie/eli/2018/act/7/enacted/en/html
http://www.irishstatutebook.ie/eli/2011/si/336/made/en
https://edpb.europa.eu/our-work-tools/general-guidance/guidelines-recommendations-best-practices_en
https://edpb.europa.eu/our-work-tools/general-guidance/guidelines-recommendations-best-practices_en




Compliance Institute 2022 Data Protection Guide

82
compliance.ie

http://compliance.ie

